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Replies to Prebid queries of GeM Bid ref. no, GEM/2022/B/2236457 dated 04/06/2022 for Integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

9. Buyer Added Bid
Specific ATC

Preduct Updates, Patches, and Signatures. Access to Technical Library
of OEM and Documentation of the propesed solutions shall be made
available to the Bank at no additional cost.

or higher support. Has canara bank taken platinum service from OEM?

Section/
Sl |Annexure/ . ,
No. |Appendix of the Clause No. Bidder's Query Bank's Reply
GeM bid
GeM bid ref, No. Request the bank to remove the MIl clause since most of the foreign
GEM/2022/B/22364 OEMs don't have the Intellectual Property rights registered in India . -
Pref i {
L 57 dated: 04-06- il Purchase Preference: Yes thereby not able te satisfy the minimum local content clause to be the Bidder to compty with GeM bid terms and conditions.
2022 Class 1-Local supplier of the offered product.
GeM bid ref. No. Request the bank to remove the M clause since most of the foreign
GEM/2022/B/22364 " OEMs don't have the Intellectual Property rights registered in India
z 57 dated: 04-06- M Purchase Preference: Yes thereby not able to satisfy the minimum lecal content clause to be the Bidder to comply with GeM bid terms and conditions.
2022 Class 1-Local supplier of the offered product,
GeM bid ref. No. Request the bank to remove the Ml clause since most of the foreign
GEM/2022/B/22364 OEMs don’t have the Intellectual Property rights registered in India . . . .
[P :
3 57 dated: 04-06~ Mil Purchase Preferenca: Yes thereby not, able to satisfy the minimum local content ¢lause to be the Bidder to comply with GeM bid terms and canditions.
2022 Class 1-Local supplier of the offered product.
GeM bid ref. No. Request the bank to remove the MIl clause since most of the foreign
GEM/2022/B/22364 OEMs don’t have the Intellectual Property rights registered in India
f A { - .
4 57 dated: 04-06- Mil Purchase Preference: Yes thereby not able to satisfy the minimum local content clause to be the Bidder to compty with GeM bid terms and conditions.
2022 Class 1-Local supplier of the offered product.
GeM bid ref. No. e
GEM/2022/B/72364 |Minimum Average Annual Turmover of the Request Bank to amend the Tumover Clause as "Minimum Average ) . -
3 57 dated: 04-06-  |bidder (For 3 Years) - 2000 Lakhs Annual Turnover of the Bidder to comply with Gem bid terms and conditions.
022 ' bidder (For 3 Years) - Rs. 1000 Lakhs"
GeM bid ref. No.
GEM/2022/8/22364 |[EMD Details :
7 -
6 57 dated: 04-06- |EMD Amount Rs. 1,50,00,000/- Can we submit the Bank Gurantee for EMD? ‘Yes. Format attached in Corrigendum-1.
2022
GeM bid ref. Na.
GEM/2022/B/22364 |EMD Details
7 57 dated: 04-06-  |EMD Amount R, 1,50,00,000/- Request, Bank to reduce the EMD amout to Rs. 50,00,000/- Bidder to comply with GeM bid terms and conditions,
2022
:uye.rffkd:e:nﬂsi:n d 5. Scope of Onsite Support:
cpezl.t:'c n: 5.17. All Critical Security Logs, User activity Logs, Admin activity as per the RFP, there is no SIEM service so maintain the required logs on
8 onditio Logs, etc. with regard to Endpoint Protection, Application the endpoint security management console for the entire contract Bidder to comply with GeM bid terms and conditions.
9. B Added Bid Whitelisting, Advanced Threat Protection Solution, Sandboxing, etc. |period is difficult without SIEM service
S' u‘zzr ATC should be maintained by the Bidder for the entire Contract Period and
pecific has to be produced to the Bank, as and when required.
Buyer Added Bid (5. Scope of Onsite Support:
Specific Terms and |5.18. The Bidder 1s responsible to ensure that the OEM provides
iti hraugh ph d Web with tt 24771365 d i if it i i
g Conditions 24x7x365 technical suppert through phane and Web with respect to lays support from OEM can only be delivered if it is platinum Bidder to comply with GeM bid terms and canditions.

Page 1 of 50



Replies to Prebid queries of GeM Bid ref. no. GEM/2022/8/2236457 dated 04/06/2022 for integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

Buyer Added Bid
Specific Terms and |

5. Scope of Onsite Suppott:
5.19. The Bidder has to ensure regular backups of all Central
application and database servers at the DC & DR Locations to the

Does bidder have to provide Infra support apart from AV, ATP and

10 Conditions Bank's Disk-to-Disk Backup System. The Bidder has to comply with the|Sandboxing services like DB management, server management kike 05, |Bidder to comply with GeM bid terms and conditions.
., |Bank"s backup policy and ensure the perfedic checking on readability[its patch management??

% Bt{yf:r Added Bid of the Backups. Backup process should be automated at preset regular

Specific ATC intervals with no manual intervention.
8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting, The GeM bid clause {s modified as under:
Sandbox and Advanced Threat Protection Solution: "8. Supply, Installation, Integration, Commissioning, Maintenance and
8.1, Bank shall provide the address and contact details for delivery of| Suppaort of integrated Endpoint Antivirus, Application Whitelisting,

B Added Bid required hardware/software & ather items as mentioned in the GeMm Sandbox and Advanced Threat Protection Solution:

Myer ! bid while placing the purchase order., Delivery and Installation 8.1. Bank shall provide the address and contact details for delivery of

Specific Terms and : i i

. instructicn are mentioned as below: f endpoints to be implemented across muttinle required hardware/software & other items as mentioned in the GeM bid
11 Conditions Cnns[ld erinlg t.he na. at encp . P P while placing the purchase order. Delivery and installatfon instruction
locations, it is suggested to increase this pariod to 12 weeks.

9. Buyer Added Bid Contents_: (<) L are mentinped as below:

Specific ATC Installation, Configuration, Integration and Commissioning of the) . Instaltation, Configuration, Integration and Commissioning of the
delivered Hardware & Software and completion of all the work delivered Hardware & Software and completion of all the work specified
specified in the Scope of Work at the bank branch/office. in the Scope of Work at the bank branch/office - Within 12 Weeks from
Timelines: the date of Delivery of the Hardware & Software with 0S & Middleware
{Within 8 Weeks from the date of Delivery of the Hardware & Software - Licenses at DC & DRC Locations.”
with 0S & Middleware Licenses at PC & DRC Locations,

8. Supply, Installation, Integration, Commissioning, Maintenance and

Support of integrated Endpoint Antivirus, Application Whitelisting, The GeM bid clause is modified as under;

Sandbeox and Advanced Threat Protection Selution "8, Supply, Installation, Integratfon, Commissioning, Maintenance and
8.1. Bank shall pravide the address and contact details for delivery of Support of integrated Endpeint Antivirus, Application Whitelisting,

Buyer Added Bid required hardware/software & other items as mentioned in the GeM Sandbox and Advanced Threat Protection Solution:

specific Terms and bid while placing the purchase order. Delivery and installation 8.1, Bank shall provide the address and contact details for delivery of

Conditions instruction are mentioned as below: 8-weeks 15 a very shart to roll-out client to endpoints, Request Bank to  jrequired hardware/software & other 1{ems as mentioned in the GeM bid

12 amend as " Within 20-weeks from the date of Delivery of the Hardware [while placing the purchase order. Delivery and fnstallation instruction

9. Buyer Added Bid
Specific ATC

Contents: {c)

Instailation, Configuration, Integration and Commissioning of the
delivered Hardware & Software and completion of all the work
specified in the Scope of Work at the bank branch/office,

Timelines:

Within 8 Weeks fram the date of Delivery of the Hardware & Software
with 05 & Middleware Licenses at DC & DRC Locatiens.

& Software with 05 & Middleware Licenses at DC & DRC Locations ©

are mentioned as below:

<. Installation, Configuration, Integration and Commissianing of the
delivered Hardware & Software and completion of all the work specified
in the Scope of Work at the bank branch/office - Within 12 Weeks from
the date of Delivery of the Hardware & Software with 05 & Middleware
Licenses at DC & DRC Locations.”
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Replies to Prebid queries of GeM Bid ref. ho. GEM/2022/B/2236457 dated 04/06/2022 for integrated Endpoint Antivirys, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

8. Supply, Installation, Integration, Coammissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting,
Sandbox and.Advanced Threat Protection Solution

8.1, Bank shall provide the address and contact details for delivery of
required hardware/software & other items as menticned in the GeM

The GeM bid clause is medified as under:

8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting,
Sandbox and Advanced Threat Protection Solution:

;:::;Qd_?::n?:n d t_ﬂd while placing .r.he purchase order. Delivery and installation ::?r:it; ]:fe::l::c;r:i’:::::?;;I\T:et:?sa?:hizl::::: :nf;‘ln; ;I;e 8.1. Bank shall provide the address an.d contact detfn‘ls for delivery of )
instriction are mentioned as below: o required hardware/saftware & cther items as mentioned in the GeM bid
13 Conditions challenges on the end point . If not bank to own the responsibility of while placing the purchase order. Delivery and installation fnstruction
deploying these agents at the endpoint, and OEM/ bidder owns the P N 2 P ) i
., |Contents: (c) R are mentioned as below:
9. Buyer Added Bid . . . respansibility of depleying the same at DC & DR and in the first 100 . ) . . . .
specific ATC Instaflation, Configuration, Integration and C?mmissloning of the branches . <. I|_'|stallat1on, Configuration, Integration and Commissioning of the
delivered Hardware & Software and completion of all the work delivered Hardware & Software and completion of all the work specified
specified in the Scope of Work at the bank branch/office, in the Scope of Work at the bank branch/effice - Within 12 Weeks from
Timetines: the date of Delivery of the Hardware & Software with 05 & Middleware
Wwithin 8 Weeks from the date of Delivery of the Hardware & Software Licenses at DC & DRC Locations.”
with 05 & Middleware Licenses at DC & DRC Locations.
8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting,
Sandbox and Advanced Threat Protection Solutfon
8.1, Bank shall provide the address and contact details for delivery of
required hardware/saftware & other items as mentioned in the GeM
g;:gﬂid::::::n d bid while placing the purchase order. Delivery and installation
14 Conditions instruction are mentioned as below: Section B - clause c - is the completion requested for deployment, No
configration for all 1.25 [akh enpoints? -
9, Buyer Added id |C27EEnES: ()
Specific ATC Installation, Configuration, Integration and Commissioning of the
delivered Hardware & Software and completion of all the work
speciffed in the Scope of Work at the bank branch/office.
Timelines:
Within 8 Weeks from the date of Delivery of the Hardware & Software
with OS5 & Middleware Licenses at DC & DRC Locat{ons.
8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting,
Sandbox and Advanced Threat. Protection Solution
Buyer Added Bid 8.1. Bank shall provide the address and contact details for delivery of
uye required hardware/software & other items as mentioned in the GeM
Speci_f i.c Terms and bid while placing the purchase order. Delivery and installatfon
15 Conditions instruction are mentioned as below: Does it require only training or certificationa also Training anly
;’)::;::::ge‘j Bid Contents: (f)
One Time Training
Timelines:
Bank will inform the dates of the training, and Bidder should conduct|
training within 1 weel from the date of intimation from the Bank.
N
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Replies to Prebid queries of GeM Bid ref, no. GEM/2022/8/2236457 dated 04/06/2022 for integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

16

Buyer Added Bid
Specific Terms and
Conditions

9. Buyer Added Bid
Specific ATC

8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antfvirus, Application Whitelisting,
Sandbox and Adyanced Threat Pratection Solution

8.1. Bank shall provide the address and contact details for delivery of
required hardware/software & other items as mentioned in the GeM
bid while placing the purchase order, Delivery and installation
instruction are mentioned as below:

Contents: (b}

Delivery of the Hardware & Software with 05 & middleware, Licenses
at DC & DRC Locations.

Timelines:

Within 8 Weeks from the date of acceptance of Purchase Order.

Request Bank to amend the clause as "Delivery of the Hardware &
Software with 05 & Middleware, Licenses at DC & DRC Locations Within
16 Weeks from the date of acceptance of Purchase Order.,” As the
delivery of the hardware fs delayed due ta global semiconducter issua,

The GeM bid clause is modified as under:

"8. Supply, installation, integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Applicatlon Whitelisting,
Sandbox and Advanced Threat Protection Solution:

8.1. Bank shall provide the address and contact details for delivery of
required hardware/software & other items as mentioned in the GeM bid
while placing the purchase order. Delivery and installation instruction
are mentioned as below:

b. Delivery of the Hardware & Software with 05 & Middleware, Licenses
at DC & DRC Locations - Within 16 Weeks from the date of acceptance
of Purchase Order.”

Buyer Added Bid
Specific Terms and
Conditions

9. Buyer Added Bid
Specific ATC

8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitetfsting,
Sandbax and Advanced Threat Protection Solution

8.1. Bank shall provide the address and contact details for delivery of
required hardware/software & other items as mentioned in the GeM
bid white placing the purchase order. Delivery and installation
instruction are mentioned as below:

Contents: (c)

Installation, Configuratfon, Integration and Commissioning of the
delivered Hardware B Software and completion of afl the work
specified in the Scope of Work at the bank branch/office.

Timelines:

Within B Weeks from the date of Delivery of the Hardware & Software
with (5 & Middleware Licenses at DC & DRC Locations.

Installatien, Configuration, Integration and Commissioning of the
delivered Hardware & Software and completian of all the work specified
in the Scope of Work at the bank branch/office, Within 12 Weeks from
the date of Delivery of the Hardware & Software with 0S5 & Middieware
Licenses at DC & DRC Locations.

The GeM bid clause is modified as under:

“8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting,
Sandbox and Advanced Threat Protection Selution:

8,1, Bank shall provide the address and contact details for delivery of
required hardware/software & ather ftems as mentionad in the GeM bid
while placing the purchase order, Delivery and instatlation Instruction
are mentioned as below:

c. Installation, Configuration, Integration and Commissioning of the
detivered Hardware & Software and completion of all the work specified
in the Scope of Work at the bank branch/office - Within 12 Weeks from
the date af Delivery of the Hardware & Software with OS & Middleware
Licenses at DC & DRC Locations.”

Buyer Added Bid
Specific Terms and
Conditions

9. Buyer Added Bid
Specific ATC

8., Supply, Installation, Integration, Commissiening, Maintenance and
Support of Integrated Endpoint Antivirus, Application Whitelisting,
Sandbox and Advanced Threat Protection Solution

8.1, Bank shall provide the address and contact details for delivery of|
required hardware/scftware & other ftems as mentioned in the GeM
bid while placing the purchase order. Delivery and installation
instruction are mentioned as below:

Contents: (b)

Delivery of the Hardware & Software with OS5 & Middleware, Licenses
at BC & DRC Locations,

Timelines:

Within 8 Weeks from the date of acceptance of Purchase Order.

Due to global chip shortage and Pandemic situation delivery of
hardware materials will be delayed by OEMs , So requesting Bank to
modify the clause as "Detivery of the Hardware & Software with 05 &
Middleware, Licenses at DC & DRC Locations -Within16 Weeks from the
date of acceptance of Purchase Order,”

The GeM bid clause fs modified as under:

"8, Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpaint Antivirus, Application Whitelisting,
Sandbox and Advanced Threat Protection Solution:

8.1. Bank shall provide the address and contact details for delivery of
required hardware/software & other items as mentioned in the GeM bid
while placing the purchase order, Delivery and installation instruction
are mentioned as below:

b. Delivery of the Hardware & Software with 05 & Middleware, Licenses
at DL & DRC Locations - Within 16 Weeks from the date of acceptance
of Purchase Order.”
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Replies to Prebid queries of GeM Bid ref. no. GEM/2022/8/2236457 dated 04/06/2022 for integrated Endpoint Antivirus, Application Whitelfsting, Sandbox and Advanced Threat Protection Solution

Buyer Added Bid
Specific Terms and

8. Suppiy, [nstallation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting,
Sandbox and Advanced Threat Protection Solution

19 Canditions i;}Ej:i?;ic;:‘:hbéd:;;vﬁzzli::;:ﬁ;“; (;:stf:;::stallatlan & All installation to be remate or On-site for all bank /effices All installaticn should be done onsite centrally at HO.
9, Buyer Added Bid |Licenses/Subscription (OS, Database & Middleware) which is required
Specific ATC to install, configure and implement the proposed solution as specified
in the Scope of Work at the bank branch/office,
8. Supply, Installation, Integration, Commissioning, Maintenance and
Support of integrated Endpoint Antivirus, Application Whitelisting,
sandbox and Advanced Threat Protection Selution
8.5. Bank reserves the rght to change/modify locations for supply of
Buyer Added Bid the sclution -(hardwareisoftware). In the event of any We propase modification Bank reserves the right to change/modify
. |Specific Terms and [change/madification in the locations where the solution . .
Conditions (hardware/software} is ta be delivered, the selected bidder in such locations for supply of the solution (hardware/software). In the event of ) . . ]
20 . " any change/madification in the locations where the solution Bidder to comply with GeM bid terms and canditions.
cases shall deliver, install and commission at the madified locations at N .
. {hardware/software} is 1o be delivered, the selected bidder In such
9. Buyer Added Bid [no extra cost to the Bank. Also, if the hardware, software and other cases shall deliver, install and commission at the modified locations
Specific ATC items are already delivered, and if the modifications in locations are !
made after delivery, the selected bidder shall carry out installation
and commissioning at the modified locations without any extra cost to
the Bank. The Warranty/AMC (If contracted) should be applicable to
the altered locations also. -
Buyer Added Bid
specific Terms and |7 UPtime: R
Conditions 9,1, The selected bidder shalt guarantee a 24x7x365 availability with
21 monthly uptime of 99,90% for the solution as specified in Annexure-1 |Availability monitoring solution and services to be provided Partner ? Bidder to comply with GeM bid terms and conditions.
9, Buyer Added Bid (Scape of Wr.frk) and'Annexure-l {Technical Specification) flun’ng the
Specific ATC contract pericd, which shafl be calculated on menthly basis.
11. Onsite Resources & Support:
11.1. The selected bidder should provide 365x24x7 dedicated onsite
: support for the operations, maintenance and helpdesk support of the
Buyeirr;\dged Bid " Antivirus, Application Whitelisting, Sandbox and ATP Solution at
iz:fﬂt:m: M5 20 |Bangalare, At Least four support resources (in addition to GEM Please confitm whether OEM resource must be placed onsite in DC or
22 resaurce) should be available onsite between 10 AM to 6 PM on all Bfdder resources are alone sufficient and also to run 24/7/365, we may |Bidder to comply with GeM bid terms and condltions.

9. Buyer Added Bid
Specific ATC

working days. The onsite suppart resources should be skilled &
technically efficient. for ensuring end-to-end management of the
proposed solution.

It says at least 4 resources including OEM resources

require mare resources than mentioned in RFP.
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Replles to Prebid queries of GeM Bid ref. no. GEM/2022/B/2236457 dated 04/06/2022 for integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

Buyer Added Bid
Specific Terms and

11. Onsite Resources & Support:

11.1. The selected bidder should provide 365:x24x7 dedicated onsite
support for the operations, maintenance and helpdesk support of the
Antivirus, Application Whitelisting, Sandbox and ATP Solution at

Please clarify If the same no. of resources are required in other shifts as

Bidder should place sufficient resources to manage the solutian

3 Conditions Bangalore. At least four suppaort resaurces {in addition to OEM well. 365x24x7. Minimum 4 bidder rescurces shoutd be available in general
., |resource) should be available onsite between 10 AM to 6 PM on all Please confirm the role QEM resource in day-to-day operations shift of 10 AM to & PM. Roles of OEM is attached In Corrigendum-1.
9. Buyer Added Bid .
Specific ATC working days. The onsite supp-nrt resources should be skilled &
technically efficient for ensuring end-to-end management of the
proposed solution,
11. Onsite Resources & Support:
. 11.1. The selected bidder should provide 365x24x7 dedicated onsite
Buyer Addad Bid
Specific Terms and sup[..)u-rt for the cperations, mai.ntenance and helpdesk sup!)ort of the
Conditions Antivirus, Application whitelisting, Sandbox and ATP Solution at
24 Bangalore, At least four suppart resources {in addition to OEM Is Bank s looking for OEM resource during sustenance period Yes
9, Buyer Added Bid resource) should be available onsite between 10 AM to 6 PM on all
Specific ATC working days, The cnsite support resources should be skilled &
technically efficient for ensuring end-to-end management of the
proposed solution.
:::;rf::d.g::nz‘:n d 11. Onsite Resources & Suppart:
Conditions 11.17. Response Time and Meantime to'lRestore [MTTR}
25 11.17.1.Respense Time shall be 30 minutes and MTTR shall be 2 Can your elaborate on response time Time from fdentification of issue to first reponse provided by bidder
., |heurs.
:p:;;;;r::ged bid 11.17.2.Time specified above s from lodging of complaint.
11.17.3.However, penaity shall be applicable as per uptime clause.
Buyer Added Bid
Specific Terms and [12. Integration & Interfaces
Conditions 12.1 The selected bidder has to wark with different application workload integration for AV / EPP or ITSM or Other solutions like SIEM
6 vendors In order to integrate new solution to the existing workload or etc? Other solutions available with the Bank as per Scope of Work.
9. Buyer Added Bid |new workloads during contract period
Specific ATC
Buyer Added Bid
Specific Terms and
27 Conditions 13, Security: What securlty standards are to be followed - like NIST / 150 / PCI DSS Bidder will be respansible ta provide solution that {s free of any security
13.3 The selected bidder will ensure the software delivered {s in etc? vulnerabilities.
9. Buyer Added Bid |conformity with security standards and is without any security
Specific ATC vulnerability
Buyer Added Bid
Specific Terms and
28 Conditions 13, Security: Audit Criterfa to be shared or pre established on the line items of audit Details will be shared with selected bidder

9, Buyer Added Bid

Specific ATC

13.4 The Bank may conduct security audit in the proposed selution
after complete implementation

with communication of internal or external and timelines.
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Replies to Prebid queries of GeM Bid ref. no. GEM/2023/B/7736457 dated 04/06/2022 for intedrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

9

Buyer Added Bid
Specific Terms and
Conditions

9. Buyer Added Bid
Specific ATC

13. Security

13.5. The selected bidder has to do necessary changes in the
configuration directed by security team of the bank after security
audits like VAPT, Code Audit, RBI Audit et<. without disturbing the
production and existing backed up copies.

It is applicable for the apptication but need to exclude for OS-related as
the bank would have their internal team o manage/deploy 05 related

do necessary changes in the configuration directed by security team of
the bank after security audits like VAPT, Code Audit, RBI Audit ete,
without disturbing the production and existing backed up copies,
excluding the OS-patches ”

security patches, Request Bank ta amend as " The selected bidder has to

Entire solution will be managed by the bidder including application, OS,
DB, hardware etc.

30

Buyer Added Bid
Specific Terms and
Conditions

9. Buyer Added Bid

14, Acceptance
14.2. The warranty will start from the date of Go-Live.

Request Bank to consider Date of {ssue as Start Date

Bidder to comply with Gem bid terms and conditions.

Specific ATC
Buyer Added Bid 15. Warranty: . N .
Specific Terms and |{15.11 The selected bidder shall be fully responsible for the We prapose modification: The seEected bidder and OEM shall be fully
Conditions manufacturer's warranty in respect of proper design, quality and responsible for the manufacturer's warranty in respect of praper design,
3 Y - P p ! quality and warkmanship. The selected bidder must warrant afl Bidder to comply with GeM bid terms and conditions,
workmanship. The selected bidder must warrant all companents, components, accessotles, spare parts et¢. against any manufacturin,
9, Buyer Added Bid |accessorles, spare parts ete. against any manufacturing defects during P . s $pare p - 28 ¥ 8
7. defects during the warranty perfod
Specific ATC the warranty period
17. Penalties/Liquidated Damages
17.3. Penalties/liquidated damages for onsite resources: In case the
resources goes on leave/absent, replacements having equivalent or
Buyer Added Bld  |more experience and qualification has to be arranged by the selected
Specific Terms and |bidder to ensure that regular functioning of the solution is not
it d, |
32 Conditians hampered. [n case replacements are not arranged, bank shall pay only We suggest to reduce the capping of 20% penalty to 10% . Bidder to comply with GeM bid terms and conditions,

9. Buyer Added Bid
Specific ATC

the proportionate amount of Resident resource charges during the
particular quarter, The Bank shall also impose a penalty of 0.5% (PFlus
GST) of the Resident resource charges (Excl. of G5T} payable to the
selected bidder for that quarter for each week and part thereof of
absence. However, total penalty under this clause will be limited to
20% (Plus GST) of the total charges {Exclusive of G5T) payable for
Resident Resource charges for that quarter.
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Replies to Prebid queries of Ges Bid ref. ho. GEM/2022/B/2236457 dated 04/06/2022 for integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

17. Penalties/Liquidated Damages
17.3. Penalties/liquidated damages for onsite resources: In case the
resources goes on leave/absent, replatements having equivalent or

Buyer Added Bid more experience and qualification has to be arranged by the selected
Specific Terms and |bidder to ensure that regular functioning of the solution s not Requesting Bank to medify the clause as "However, tatal penalty under
Conditions hampered, in case replacements are not arranged, bank shall pay only |this clause will be kimited to 10% (Plus GST) of the total charges . .
3 the proportionate amount of Resident resource charges during the {Exclusive of GST) payable for Resident Resource charges for that Bidder to comply with GeM bid terms and conditions.
9, Buyer Added Bid [particular quarter. The Bank shall alsc impose a penalty of 0.5% (Plus |quarter.”
Specific ATC GST) of the Resident resource charges (Excl. of GST) payable to the
selected bidder for that quarter for each week and part thereof of
absence. However, total penalty under this clause will be limited to
20% {Plus GST} of the total charges (Exclusive of GST) payable for
Resident Resource charges for that quarter.
17. Penalties/Liquidated Damages
17.3. Penalties/liquidated damages for onsite resources: In case the
resources goes on leave/absent, replacements having equivalent or
Buyer Added Bid  |{more experience and qualification has to be arranged by the selected
specific Terms and |bidder to ensure that regular functioning of the selutien is not
34 Conditions i‘:: gf;::&:gnc;f;:"f j:f':f ::l.:r:n:':;a;::::ﬁ::sk::::;f:em[y We suggest to reduce the capping of 20% penalty to 10% . Bidder to comply with GeM bid terms and conditions,
9. Buyer Added Bid [particular quarter. The Bank shall also impose a penalty of 0.5% (Plus
Specific ATC GST) of the Resident resource charges (Excl. of G5T) payable to the
selected bidder for that quarter for each week and part thereof of
absence, Hewever, total penalty under this clause will be limited to
20% (Plus GST) of the total charges {Exclusive of GST) payable for
Resident Resource charges for that quarter,
17, Penalties/Liquidated Damages
17.4. Penalties for integrated anti-virus signature/ pattern updates: A
Epuzsirf::d'?::nii:n " minlrum of 99 % endpoints covering desktops, laptops, reaming
canditions agents, etc. should be updated with N-7 days signature release on a  {Requesting Bank to modify the clause as "Total penalty under this clause
35 daily basis. The Bank will impose a penalty of 0,5% {Plus GST) of will be limited to 10% (Plus G5T) of the total charges (Exclusive of G5T) |Bidder to comply with GeM bid terms and conditions,

9. Buyer Added Bid
Specific ATC

resident resource charges (Excl. of GST) for the quarter for each day
where the compliance level goes below 99%. However, total penalty
under this clause will be limited to 20% (Plus GST) of the total charges
[Exclusive of G5T) payable for resident resource charges for that
quarter.

payable for resident resource charges for that quarter, "
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Replies to Prebid queries of GeM Bid ref. no. GEM/2022/B/2236457 dated 04/06/2022 for Integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

17. Penalties/Liquidated Damages:
17.4. Penalties for integrated anti-virus signature/ pattern updates: A

Penlaties are on Higher side, Request Bank to amend as = Penalties for
integrated anti-virus signature/ pattern updates: A minimum of 95%

:ugii:'i‘:d'?:gnas{:n d minimum of 99 % endpaints cavering desktops, laptops, roaming endpoints covering desktops, laptops, roaming agents, etc. should be
Czn dition agents, et¢. should be updated with N-¥ days signature release on a  |updated with N-7 days signature release on a daily basis. The Bank will
36 o daily basis, The Bank wilt impose a penalty of 0.5% {Plus G5T) of impose a penalty of 0.5% (Plus G5T) of resident resource charges {Excl. |Bidder to comply with GeM bid terms and conditions,
9. Buyer Added Bld resident, resource charges (Excl. of GST) for the quarter for each day |of G5T) far the quarter for each day where the compliance level goes
S. e:#:: ATC where the compliance level goes below 99%. However, total penalty  |below 99%, However, total penalty under this clause will be limited to
P under this clause will be timited to 20% (Plus GST) of the total charges|10% (Plus GST) of the total charges {Exclusive of GST) payable for
{Exclusive of G5T) payable for resident resource charges for that resident resource charges for that quarter ™
guarter.
Buyer Added Bid
?;izliftlico :sen-ns and RFP does not have SIEM, scope for real time monitoring to meet this SLA
37 17. Penalties/Ligufdated Damages therefore would like to know whether the customer has SIEM service Bank has SIEM solution.
. N s oy
9. Buyer Added Bid 17.5 Penalties for detection and remediation of vulnerabilities running?
Specific ATC
g[8 Pt s
CI:m ditions 18.1 Requesting Bank to modify the clause as Delivery of Hardware, Software
38 a) Delivery of Hardware, Software & other Licenses including OS5, & other Licenses including 05, System Software/Middleware/ Database |Bidder to comply with GeM bid terms and conditions.
. |System Software/Middleware/ Database License at DC & DRC -5 ¥ of |License at BC & DRC -70 ¥ of the payment will be released on delivery.
9. Buyer Added Bid the payment will be released on delive
Specific ATC pay ¥
gwe;f:d::fmi':n d 18, Payment Terms
Cﬁ:i t[ions 18.1 Requesting Bank to modify the clause as “Installation, configuration and
39 b} Installation, configuration and commissioning of solutian. -40 % of (commissiening of solution, -20 % of the payment will be released on full (Bidder te comply with GeM bid terms and conditions.
9. Buyer Added BId E:: ;:ﬁ:(nent will be released on full implementation and sign-off from |implementation and sign-off from the Bank.
Specific ATC y
:x;::d:::nas‘:n d 19, Scope involved during Contract Period
) 19.8 The bidder shall provide centralized complaint booking/lodging . . . :
40 Conditians facility to the bank and the dash board, if available, shall be provided |ITSM to be factored - Question on on -prem or cloud based to be asked. Bank is looking for a support portal with the OEM for beoking
: : complaints, No change fn clause,
9. Buyer Added Bid to the Bank. The method of booking complaints shall be £-mail, Toll-
specific ATC free no, on line portal, web, etc
Buyer Added Bid
Specific Terms and |19. Scope involved during Contract Period
Conditions 19.10 Bidder should keep the Bank explicitly informed about the end . . » . . .
11 of support dates on related products/ hardware and should ensure Threat advisory services to be included? Bidder to comply with GeM bid terms and conditions.
9. Buyer Added Bid |support during warranty period
Specific ATC
Specitc Tems ang [0 Loc!sppart
Cl:)nditions 20.1 The bidder is responsible for providing Incident Management for Extent of incident management to he clarified along with severit
42 offered solution. Bidder is respansible for providing practical solution & 2 ¥ Bidder to comply with GeM bid terms and conditions.

9. Buyer Added Bid

Specific ATC

for resolution of the issues and implementation of the same to resolve
the issue

matric definition for priority of tickets
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Replies to Prebid queries of GeM Bid ref. no. GEM/2022/B/2236457 dated 04/06/2022 for integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

2

Buyer Added Bid .
Specific Terms and
Canditions

9. Buyer Added Bid
Specific ATC

20, Local support
20.3 The bidder will be responsible for attending complaints during all
hours 24x7x365 basfs of contract period.

If on premise team is durfng business hours, the 24/7 can be remote sac
- pre bid query - conditions for remote soc and resource requirements?

Bidder to comply with GeM bid terms and conditions.

Buyer Added Bid
Specific Terms and

37. Order Cancellation/Termination of Contract
37.1 The Bank reserves its right te cancel the entire / unexecuted

We propose modification;The Bank reserves fts right to cancel the entire
1 unexecuted part of the Purchase Order at any time by assigning
appropriate reasons and recover expenditure incurred by the Bank in

44 Conditions part of the Purchase Order at any time by assigning apg-:ropm.n-e addition to recovery of liquidated damages in terms of the contract in  |Bidder to comply with GeM bid terms and conditions.
reasons and recover expenditure incurred by the Bank in addition to .
N case Bidder is not capable to rectify the default within the 30 days of
9, Buyer Added Bid {recovery of liquidated damages in terms of the contract, in the event
cure period post notffication sent by Bank in the event of one or more of
Specific ATC of one or mare of the following conditions: . .
the fotlowing conditions:
Buyer Added Bid
ip:;‘i?if: :sen'ns and Tata Comm shall medify or replace the infringed material with the non
45 ° 49. Intellectual Property Rights infringing materials, However, it shall not, provide any indemnification  |Bidder to compty with GeM bid terms and canditions.
9. Buyer Added Bid for the same.
Specific ATC
Insertion of two new clauses: 51.2.3
“NOTWITHSTANDING ANY OTHER PROVISION HEREOF, NEITHER PARTY
B Added Bid SHALL BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL,
uyer / ! CONSEQUENTIAL, EXEMPLARY OR PUNITIVE DAMAGES™
Specific Terms and
46 Conditions 51, Indemnity 51.2.4 . Bidder to comply with GeM bid terms and canditions,
g' B”i‘f'ier:_?ge" Bid “NOTWITHSTANDING THE ABOVE, THE BIDDER SHALL IN NO EVENT BE
preciiic LIABLE IN AN AMOUNT THAT EXCEEDS, IN THE AGGREGATE FOR ALL
SUCH LIABILITIES, THE MOST RECENT TWELVE (12) MONTHS OF CHARGES
COLLECTED BY BIDDER PURSUANT TO THE APPLICABLE COF GIVING RISE
TO THE LIABILITY."”
Buyer Added Bid
épi?r:f :serms and iv. Force Majeure Conditions - We propose extension of the force
47 onditia 52, Force Majeure: majeure condition period from 10 days to 60 days bafore terminating Bidder to comply with GeM bid terms and conditions.
9. Buyer Added Bid the contract by elther parties
Specific ATC
1.7. The entire solution shall be deployed on-premises in the Bank's
ATC DC & DR lecations In Aclive-Acthe mode \.mth load balancing within Next Gen AV solutions should be cloud powered to adapts to changing
and between DC and DR. The entire solution shall suppart high it
i threats by utilizing advance analytics and big data.
43 Annexure-1 availability between DC and DR, Both DC & DR Setups should be Request to change the clause to "Solution should be a cloud-delivered  |Bidder to comply with GeM bid terms and conditions,
Scope of Work individually capable of catering the entire scope of the solution. Said q 8 Pl . "

1. Broad Scope:

load halanging should be an in-built feature of the solution and no
external load balancing appliance should be required. The
architecture for the DC-DR Setup has te be vetted by the OEM

endpoint security solutfon with in built HA & monthly uptime of atleast
99.9 %
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49

ATC

Annexure-1
Scope of Wark

1. Broad Scope:

1.7. The entire solution shall be deployed on-premises in the Bank’s
DC & DR locations in Active-Active mode with load batancing within
and between DC and DR. The entire solution shall support high
availability between DC and DR. Both DC & DR Setups should be
individually capable of catering the entire scope of the solution. Said
load balancing should be an in-built feature of the solution and no
external load balancing appliance should be required. The
architecture far the OC-DR Setup has to be vetted by the OEM

It is vender specific point, to have greater paticipation request Bank to
remove this polnt or remove the HA capabitities

To maintain uptime and compliance it is necessary that the soluticn 13
designed with Active-Active mode with high availabitity.

ATC
1.8. The bidder should create one Instance of UAT setup in DC I,
50 Annexure-1 locatien fn addition to the production setup for testing Request bank to confim if Bidder should consider this also as  part of Yes. UAT setup to be provided by the bidder.
Scope of Work o ] N the Hardware sizing?
policy/upgrades before deployment in production.
1. Broad Scope:
ATC
2.1, The Bidder shall design, implement and maintain the Centralized
Annexure-1 Antivirus Solution for the updation of Antivirus on all existing and new |Request the Bank to provide the detials regarding the Kiosks devices
Scope of Work endpoeints including Desktops, Laptops, Kiosks, etc. at branches, ROs, [such as: N .
5 {05, HO and any other office locations of the Bank, with Central 1. what is the qty of Kiosks machines in this RFP scope? Details will be shared with selected bidder
1. Scope of Server Setup at the DC & DR locations, during the tenure of the 2. What OS5 are they running on these Kiosks machines?
Endpoint Antivirus {contract,
Solutien:
ATC
2.1, The Bidder shall design, implement and maintain the Centratized
Annexure-t Antivirus Solution for the updation of Antivirus on all existing and new |Request the bank to provide the detials regarding the Kiosks devices
Scope of Work endpeints including Desktops, Laptops, Kiosks, etc, at branches, ROs, |such as: . . .
2 C0s, HO and any other office locations of the Bank, with Centrat 1. what is the qty of Kiosks machines in this RFP scope? Details will be shared with selected bidder
2, Scope of Server Setup at the DC & DR locations, during the tenure of the 2. What 0§ are they running on these Kiosks machines?
Endpoint Antivirus {contract.
Solution:
ATC
Annexure-1 : B
scope of Work 2.2. Bidder has to ensure more than 99% updation for N-7(days} Request Bank to amend as " Bidder has to ensure more than 95%
53 P signatures released by OEM for all the desktops of the Bank at any updation for N-7(days) signatures released by OEM for all the desktops of |Bidder to comply with Ge bid terms and conditians,
2. Scope of paint of time during the contract period. the Bank at any point of time during the contract perod ~
Endpoint Antivirus
Solution:
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Replies to Prebid queries of GeM Bid ref. no. GEM/2022/B/2236457 dated 04/056/2022 for integrated Endpoint Antivirus, Application Whitetisting, Sandbox and Advanced Threat Protection Solution

Evaluation parameter: (5L. No.1)

The GeM bid clause is modified as under:

ATC The bidder sheuld provide proof of having Supplied & Maintained : 1: The bidder shnuld. provide proof of having Supplied & h}amta]lned
A " ; 3 Request to revise this to - minimum 50,000 Anti-virus Licenses (with all components including ATP
minimum 50,000 Anti-virus Licenses {with all components including . . . . .
Anhexure-2 N X "The bidder/OEM shoutd provide proof of having Supplied & Maintained |and application control) as a single/multiple (upto 3) installation for any
. ATP and application control} as a single installation for any ‘s . X
Technical . 3 minimum 50,000 Anti-virus Licenses (with all components including ATP |Government Crganizations / PSUs / BFS / Listed companies in India
54 . Government Organizations / P5Us / BFSI / Listed companies In India . . .
Requirements and application contral) as a single installation for any Government during the last two years as on GeM bid date.
i during the last two years as on GeM bid date. N . Ny
Organizations / PSUs / BFS! / Listed companies in India during the [ast
A. Technical Documents ta be submitted: two years as on GeM bid date,” Documents ta be submitted
. ca The bidder should submit the detalls of contract like Wark Orders & ¥ . . . . .
Experience reference Letters from the Clients in their name to this effect The bidder should submit the details of contract like Work Orders &
) reference Letters from the Clients in their name to this effect.”
Evaluation parameter: (Sl. No.T} The GeM bid ¢clause 1s modified as under;
ATC The bidder should provide proof of having Supplied & Maintained 1. The bidder should provide proof of having Supplied & Maintailned
. N s . minimum 50,008 Anti-virus Licenses {with atl components including ATP
minimum 50,000 Anti-virus Licenses {with all components including Requesting Bank to modify the clause as "The bidder should provide . )
Annexurg-2 .. . . . and application controf) as a single/multiple {upto 3) installatfon for any
Technical ATP and application contral} as a single fnstallation for any proof of having Supplied & Maintained minimum 25,000 Anti-virus Goverment Organizations / PSUs / BFS| 7 Listed companies in Indi
55 Requi ts Government Organizations / PSUs / BFS] / Listed companies in Indfa  |Licenses as a single installation for any Government Organizations / daring the last fwo ears as on GeM bid date panies in India
equiremen during the last two years as on GeM bid date. PSUs / BFSI 7 Listed companies in India during the last two years as on 8 ¥ :
. Documents to be submitted: GeM bid date.”
A- Tetshmcal The bidder should submit the details of contract like Work Orders & Docun_lents tobe submit-ted . "
Experience . . The bidder should submit the details of contract like Work Orders &
reference Letters from the Clients in their name to this effect. ) N A N N
reference Letters from the Clients in their name to this effect.
o -
Evaluation parameter: {Sl. No.1) The GeM bid clause 1s modified as under:
e The bidder shauld provide proof of having Supplied & Haintained it 56,000 dntius Lcenaes sl components Il ATP
minimum 50,000 Anti-viclss Licenses (with all components including Requesting the clause to be revised to "The bidder/OEM should provide g P 8
Annexure-2 . s - . and application cantrol) as a single/multiple {upto 3) installation for any
3 ATP and application contrel) as a single installation for any proof of having Supplied & Maintained minimum 50,000 Anti-virus P -
Technical R s N . . Government Organizations / PSUs / BFSI / Listed companies in India
56 Requirements Government Organizations / PSUs / BFS! / Listed companies in India  |Licenses (with all cemponents including ATP and application control) as during the a5t two vears as an Gew hid date
e during the last two years as on GeM bid date. a single installation for any Government, Organizations / P5Us / BFSI / 8 ¥ "
A, Technieal Docun:\ents to b submit.ted: . Listed companies fn indfa during the tast two years as on GeM bid date. Documents to be submitted
The bidder shauld submit the details of contract like Work Orders &
Experience X - ‘The bidder shauld submit the details of contract like Work Orders &
reference Letters from the Clients in their name to this effect, . : N -
reference Letters from the Clients in their name to this effect.
Evaluation parameter: (51, No.1} The GeM bid clause is modified as under:
ATC The bidder should provide proof of having Supplied & Malntained 1: The bidder should p- d‘.: proof of having Supplied & Maintained
o N . - N N minimum 50,000 Anti-virus Licenses (with all components including ATP
minimum 50,000 Anti-virus Licenses {with all components including Request Bank to amend as ™ The bidder should provide proof of having o s .
Annexure-2 oo . o i . . . . and application control) as a single/multiple {upto 3) Installation for any
. ATF and application control} as a single installation for any Supplied & Maintained minimum 1%,000 Anti-virus Licenses (including )
Technical o . N o Government Qrganizations 7 PSUs / BFSI / Listed companies in India
57 Requirements Govemment Organizations / PSUs / BFSL / Listed companies i India  |ATP) as a single installation for any Government Orzanizations / PSUs / during the last two vears a5 on GeM bid dat
*q en during the last two years as on GeM bid date. BFSI / Listed companies in India during the fast five years as on GeM bid 5 ¥ e DI date.
Documents to be submitted: date *
A. Technical . Documents to be submitted
Experience The bidder should submit the detalls of contract like Work Orders & The bidder should submit the details of contract like Wark Orders &

reference Letters from the Clients in their pame to this effect.

reference Letters fram the Clients in their name to this effect.”
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Evaluation parameter: (5L, No.1) Though the bank specifies the over all requirement as one lakh twenty |The GeM bid clause is modified as under:
ATC P T five thousands.We can see the Initial requirement is only for 42,500 and (1. The bidder should provide proof of having Supptied & Maintained
The bidder should provide preof of having Supplied & Malntained B N . . N
there is a request for additional 82,500 units in lot. Hence request the  [minimum 50,000 Anti-virus Licenses (with all components including ATP
minimum 50,000 Anti-virus Licenses (with all components including s . . . 3 N N
Annexure-2 y bank to consider minimum elgibility <riterta as 39,000 Units . and application control} as a single/multiple {upto 3} installatfon for any
N ATP and application control) as a single installation for any L. -
Technical . . Kindly make revision as per mentioned below:- Gavernment Organizations / PSUs / BFSI / Listed companies in India
58 . Government Organizations / PSUs / BF51 / Listed companfes in Indfa . _ . 3 .
Requirements . . ‘The bidder or OEM should provide proof of having supplied & maintained |during the last two years as on GeM bid date.
during the last two years as on GeM bid date. 5 .
minimum 25000 End Point Cyber Security solution with antivirus based
A. Technical Documents to be submitled: on Application Whitelisting with all the components of application Documents ta be submitted
3 ec nice The bidder should submit the details of contract like Wark Orders & PP . . g_ P PP " @ be su . .
Experience . . ) N contral as a single installation for any Govemment Organizations f PSUs |The bidder should submit the details of contract like Work Orders &
reference Letters from the Clients in their name to this effect. . . <
{ BFSI / Listed companies in India during the last one year. reference Letters from the Clients in thelr name to this effect.”
Evaluation parameter: {SL. No.1) The GeM bid clause fs modified as under:
ATC The bidder should provide proof of having Supplied & Maintained In India EDR/XDR as a technology is in nacent stage of implementation n:;nmi::ge;;g :‘:f._".“’""i‘: proof of ’itcahwnl? Supplied tertZ{nEdATp
A re2 minimum 50,000 Anti-virus Licenses (with all components In¢luding and the most customers prefer Cloud based EDR for the user count you and a licatjlon cont:'ons c;:nslesl tw ™ a[ corrt:pt;ne.n + Tlc L: lnfg
T::::::al ATP and application control) as a single installation for any have mentioned, Hence for On prem we request bank to consider 20000 G :'uFr‘n t Organt ti) asf:;:]g ?_L(_L)_g\% 1’, S t:d 051 Ins .a a_t clon d_° " any
59 Requl ts Government Organizations / PSUs / BFSI / Listed companies in India  |node deployment reference for AY, and EDR in last 4 years OR dor\;e thenl tfamza ans GseM bid dat sted comparies in India
equiremen during the last two years as on GeM bid date. The OEM should have 50K node reference of AY , EDR/XDR reference in uring the fast two years as on ate.
A Technical Decuments to be submitted: India in last 2 Years for any Government Organizations / PSUs / BFSI / Documents Lo be submitted
E;c N The bidder should submit the detalls of contract llke Work Orders &  [Listed companies in India during the last two years as on GeM bid date. The bidder s:ouT d su:n:'t the details of contract like Work Orders &
penence reference Letters from the Clients in their name to this effect, 't the cetal’s of contract tike Work Ur Ers
reference Letters from the Clients in their name to this effect.
The GeM bid clause is modified as under;
Evaluation parameter: (Sl. No.1) .. . : .
ATC The bidder should provide preof of having Supplied & Maintained 1; The biige;;: oA:l:I pl.'o\mf proof of ?ti:]vir:lg Supplied & A:airllt;‘_nedmp
minimum 50,000 Anti-virus Licenses (with-all components including Request Bank to amend the clause as "The bidder should provide proof minimum 28, -virus Licenses (w ) all components including
Annexure-2 . . . and applicaticn cantrol) as a single/multiple {upte 3) installation for any
N ATP and application control) as a single installation for any of having Supplied & Implemented minimum 25,000 Anti-virug ; .
Technical . " Govermment Organizations / PSUs / BFSI 7 Listed companies in India
60 Requirements Government Organizations / PSUs / BFSI / Listed companies in Indfa  |Licenses _ as a single installation for any Government during the last © GeM bid dat
equiremen during the [ast two years as on GeM bid date. Organizations / PSUs [/ BFSI / Listed companies in India during the 8 the last two years as an ate.
. Documents to be submitted: last two years as on GeM bid date.”
AE' Teghmcal The bidder should submit the details of contract like Work Orders & -?:cu:;:ts t: bT dsubbm ir;te; details of like Work Orders &
erience reference Letters from the Clients in their name to this effect. € bidder should submit the details o c_o ntract like ] @ f_zrs
{reference Letters from the Clients in their name to this effect.
. The GeM bid clause is modified as under:
Evaluation parameter: (51 No.1) .. s N - -
ATC The bidder should provide proof of having Supplied & Maintained 1: ‘!‘he bidder should prav:dt.a proof of !‘laving Supplied & Maintained
. minimum 50,000 Antl-virus Licenses (with all components including ATP
minimum 50,000 Anti-virus Licenses (with all components including i N N
Annexure-2 . p . : and application control) as a single/multiple {upto 3} installation for any
ATP and application control) as a single instatlation for any . P . .
Technical Request for change: We request bank to also include any enterprise Government Qrganizations / PSUs f BFS! / Listed companies in India
51 Reaqui " Gevernment Organizations / PSUs £ BFSI / Listed companies in India anizati L and also red the AV ticenses to 250000 during the last b GeM bid d
equiremen during the last two years as on GeM bid date. org ions as well and alse reduce censes to N uring the last two years as on GeM bid date.
Bocuments to be submitted:
:;Te:‘""a[ The bidder should submit the detalls of contract tike Work Orders & ?,h“':"!;‘::t: . bf d’”bt',““im detalls of contract like Work Orders &
perlence reference Letters frem the Clients in their name to this effect. e er £hould subm @ detalls of cantract fike . ° r srs
reference Letters from the Clients in their name to this effect.
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Evaluation parameter: (S\, No.2}

The GeM bid clause is modified as under:
"%. The proposed sofution should have been implemented {not

ATC The proposed selution should have been implemented (not necessarily |Kindly make revision as per mentioned below:- necessarily by the bidder) with minimum 50,000 Anti-virus Licenses
Annexure-2 by the bidder) with minimum 5,000 Anti-virus Licenses {with all The preposed solution shoutd have been implemented {not necessarily  |(with all components including ATP and application contrel) as a
Technical |compenents including ATP and apptication contrel) as a single by the bidder) on minimum 25000 End Points as Cyber Security solution |single/multiple {(upto 2} installation for any Gc_wemment Organizations /
62 Requirements installatfon for any Government Organizations / PSUs 7 BESE / Listed  |with antivirus based on Apptication Whitetisting protection mechanism  [PSUs 7 BFSI / Listed companies in India during the last two years as on
campanies in India during the [ast two years as on GeM bid date. and all components inetuding application control) as a single installation (GeM bid date.
A Technical Documents to be submitted: far any Govemment Organizations / PSUs / BFSI / Listed companfes In
E;: s The bidder should submit the details of contract tike Work Orders &  |India during the one year. Documents te be submitted
perience reference Letters from the Clients ta this effect. The bidder should subimit the details of contract like Work Orders &
reference Letters from the Clients to this effect.”
What do you mean by Single instaliation? ‘The GeM bid clause {s modified as under;
ATC Evaluation parameter: (51, No.2) Since our clients are under NDA, no work orders/Reference letters can |2, The proposed solution should have been implemented (not
The proposed salutfon shoutd have been implemented {not necessarily |be provided. Upon confirmation/approval from client, a reference call  |necessarily by the bidder) with mintmum 50,000 Anti-virus Licenses
Annexiire-2 by the bidder) with minimum 50,000 Anti-wirus Licenses (with all can be set up, Request to change to this clause to -- The proposed {with all components Including ATP and application control) as a
Technical components including ATP and application control} as a single solution should have been implemented (not necessarily by the bidder) |single/multiple {upto 2) installation for any Government Organizations /
63 . Instzllation for any Government Qrgantzations / PSUs / BFSI / Listed  |with minimum 50,000 Anti-virus Licenses {preferably with all PSUs / BFS| / Listed coampanies in ndia during the last two years as on
Requirements companies in India during the last two years as on GeM bid date. components including ATP and application controf) installation for any |GeM bid date.
A, Technical Dacuments to be submitted: Government Organizations / PSUs / BFSI / Listed companies in India or
E;:pe Hence The bidder should submfit the details of contract like Werk Orders & Jelobally during the last 5 years.. --- The bidder should submit the details |Documents to be submitted
reference Letters from the Clients to this effect. of contract like Work Orders & reference Letters or reference call from (The bidder should submit the details of contract like Work Orders &
the Clients to this effect. reference Letters from the Clients to this effect.”
<
The GeM bid clause is modified as under:
ATC Evaluation parameter: {5l No.2) “2. The proposed solution should have been implemented (not
The proposed solution should have been implemented (not necessarily |In India EDR/XDR as a technology fs in nacent stage of implementation  |necessarily by the bidder) with minimum 50,000 Anti-virus Licenses
Annexure-2 by the bidder) with minimum 5¢,000 Anti-virus Licenses {with all and the most customers prefer Cloud based EDR for the user count you  |{with all components including ATP and application control) a5 a
Technical components including ATP and application control) as a single have mentioned. Hence for On prem we request bank to consider 20000 |single/multiple {upto 2} installation for any Gevernment Organizations /
64 Requl ts installation for any Government, Organizations / PSUs / BFSI / Listed  [node deployment reference for AY, and EDR in last 4 years OR PSUs / BFSI / Listed companies in India during the tast two years as on
equiremen companies in India duting the last two years as on GeM bid date. The OEM should have 50K node reference of AV , EDR/XDR reference in  |GeM bid date.
A Technical Documents to be submitted: India in last 2 Years for any Government Organizations / PSUs / BFSI /
E;tpe rence The bidder should submit the details of contract like Work Orders & Listed companies in India during the [ast two vears as on GeM bid date. |Documents to be submitted
reference Letters from the Clients to this effect, The bidder should submit the details of contract like Work Ordery &
reference Letters from the Clients to this effect.”
-
ATC Evaluation parameter: (51, No.4) : R t to ch to Purch rder i latt
Annexure-2 The OEM should be in business of Development / Manufacturing / r:t%l.::meoc;llange @ Furchase afdef copy of reference letier ar
Technical Selting Information Security products in india during the last two years
65 . as on GeM bid date. Bidder to comply with GeM bid terms and conditions.
Requirements . Since our clients are under NDA, no work orders/Reference letters can
Documents to be submitted: . ) .
be provided. Upon confirmation/approval from client, a reference call
. Bidder should provide the purchase order copy or reference letter to
A. Technical . can be set up.
X this effect.
Experience
ATC
The GeM bid clause is modified as under:
Annexure-2 Evaluation parameter: (S!, No.5) " . . .
o [Techaical The propased solution should be S0-27001 & IS0 27017 certifed.  |Request Bank to delete this clause as these 2 150 standards are t;:’:’f :‘i‘:j:,’;;h"“ld be fully compliant with ISO27001 controls at the
Requirements Documents to be submitted: applicable only where the solution is hasted in the cloud (SaaS model} )
Bidder should submit valid 150-27001 & SO 27017 certificate. Bidder shoutd submit valid 150 27001 certificate.”
A, Technicat
Experience
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ATC
The GeM bid clause is modified as under:
Annexure-2 Evaluation parameter: {(Sl. No.5) “ : .
7 Technical The proposed sotution shoutd be 150-27001 & 150 27017 certified. Kindly make revision as per mentioned below:-The proposed solution or :m:h;.gﬂi?; should be fully compliant with (5027001 controls at the
Requirements Dacurments to be submitted: OEM should be 150-27001 & IS0 20000 and IS0 9001 certified 8-
. Bidder showld submit valid 150-27001 & 150 27017 certificate. Bidder should submit valid [SG 27001 certificate.”
A. Technical
Experience
ATC
The GeM bid clause is medified as under:
Anmnexure-2 Evaluation parameter: (5|. No.5} . . p .
68 Technical The proposed solution should be 150-27001 & I1SO 27017 certified. Request the bank to delete this clause as these 2 150 standards are t?%?:f:‘ij:: should be fully compliant with 5027001 controls at the
Requirements Documents to be submitted: applicable only where the solution is hosted in the ¢loud(Saa$ model) g
Bidder should submit vatid 150-27001 & 150 27017 certificate, Bidder should submit valid ISC 27001 certificate.”
A, Technical
Experience
ATC Evaluation parameter: (51. No.6)
Annexure-2 The solution with all components (Anti-virus, ATP and apptication Kindly make revision as per mentioned below:-The solution with all
control) should have been available in the market for atleast s e
Technical N components (Cyber securfty application Whitelisting and application - -
6% preceding two years. " N Bidder to comply with GeM bid terms and conditions.
Requirements control) should have been available in the market for atleast preceding
Documents to be submitted: e vears
OEM certificate / product sheet mentioning the date of release of the years.
A, Technical
. product/component.
Experience
ATC
Annexure-2 Endpoint Antivirus Solution Kinc:lv make revision as p(.er mentwr.\ed below:-Ban!c propos'e to "
Technical 1. Bank propose to implement a Comprehensive Endpoint Antivirus implement a Comprehensive Endpoint Cyber Security solution will
70 T ’ application Whitetisting based Antivirus, Sandbox and Advanced Threat |Bidder to comply with GeM bid terms and conditions.
Requirements Application Whitelisting, Sandbox and Advanced Threat Protection .
; N . Protection Solution for approx., 1.25 Lakh endpoints for period of §
Solution for approx., 1,25 Lakh endpoints for period of 5 Years.
Years.
B. Technical
Requirements
. . Request for change: We request bank te change the clause as below: "
ATC Endpoint A.ntwims 5 olution . The entire sclution shall be deployad on-premises in the Bank’s DC & DR
3. The entire solution shall be deployed on-premises fn the Bank's DC . -
s . . . location. The entire solution shall support high availability between DC
& DR locations in Active-Active mode with load balancing within and N
Annexure-Z - . .. |and DR. The architecture for the DC-DR Setup has to be vetted by the
Technical between DC and DR, The entire solution shall support high availakbility QEM.”
2| Rec ? - ents between DC and DR, Both DC & DR Setups should be individually Bidder to comply with GeM bid terms and conditions.
equiren capable of catering the entire scope of the solution, Said load N .
. . Justification: Each vendor follows different architecture to support
. balancing should be an in-built feature of the solution and no external . . .
B. Technical load balancing applfance should be required. The architecture for the solution availability. We have an architecture to make sure service is
Requirements g 2pp req : always available. We have no single point of failure for palicy

DC-DR Setup has to be vetted by the OEM,

management. Please clarify if bank fs ok with this approach.
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72

ATC

Annexure-2
Technical
Requirements

B. Technical
Requirements

Endpolnt Antivirus Salution

3. The entire solution shall be deployed on-premises in the Bank’s DC
& DR locations in Active-Active mode with load balancing within and
between DC and DR. The entire solution shall support high availabitity
between DC and DR. Both DC & DR Setups should be individually
capable of catering the entire scope of the solution. Sald load
bataneing should be an in-built feature of the solution and no external
load balancing appliance should be required. The architecture for the
DC-DR Setup has to be vetted by the OEM.

Next Gen AV solutions should be cloud powered to adapts te changing
threats by utilizing advance analytics and big data.

Request to change the clause to "Solution should be a ¢cloud-delivered
endpoint security solution with in built HA & monthly uptime of atleast
5.9 %,

Bidder to comply with GeM bid terms and conditions,

73

ATC

Annexure-2
Technical
Requirements

B. Technical
Requirements

Endpeint Antivirus Solution

3. The entire solution shall be deployed on-premises in the Bank's DC
E DR locations in Active-Active mode with load batancing within and
between DC and DR, The entire solution shall support high availability
between DC and DR, Both DC & DR Setups should be individually
capable of catering the entire scope of the solution, Said load
balancing should be an in-built feature of the solution and no external
toad balancing apptiance should be required. The architecture for the
DC-DR Setup has to be vetted by the OEM.

Request for change: We request bank to change the clause as below:

location., The entfre sofution shall support high avaflability between DC
and DR. The architecture for the DC-DR Setup has to be vetted by the
OEM.™

Justification: Each vendor follows different architecture to support
solution availability. We have an architecture ta make sure service is
always avallable, We have no single point of failure for policy
management. Please clarify if bank is ok with this approach.

"The entire solution shalt be deployed on-premises in the Bank's DC & DR

Bidder to comply with GeM bid terms and conditions.

74

ATC

Annexure-2
Technical
Requirements

B. Technical
Requirements

Endpoint Antivirus Solution

3. The entire solution shall be deployed on-premises in the Bank's DC
& DR locations in Active-Active mode with load batancing within and
between DC and DR. The entire solution shafl support. high availability
between DC and DR, Both DC & DR Setups should be individually
capable of catering the entire scope of the solution. Said load
balancing should be an in-built feature of the solution and no extemnal
load balancing appliance should be required. The architecture for the
DC-DR Setup has to be vetted by the OEM.

Request the bank to modify the clause to "The entire solution shall be
deplayed on-premises in the Bank's DC & DR

locations in Active-Active/Active-standby mode. Both OC & DR Setups
shoutd be individually capable of catering the entire scope of the
solution. The architecture for the DC-DR Setup has ta be vetted by the
OEM,

Bidder to comply with GeM bld terms and conditions.

75

ATC

Annexure-2
Technical
Requirements

B. Technical
Requirements

Endpoint Antivirus Solution

3. The entire solution shall be deployed on-premises In the Bank’s DC
& DR locations in Active-Active mode with load batancing within and
between DC and DR, The entire solution shatl support high availability
between DC and DR. Both DC & DR Setups should be individually
capable of catering the entire scope of the solution. Said load
balancing should be an in-built feature of the solution and no external
{oad balancing appliance should be required. The architecture for the
DC-DR Setup has to be vetted by the OEM.

Request far change: We request bank to change the clause as below:

location. The entire solution shall support high availability between DC
and PR, The architecture for the DC-DR Setup has to be vetted by the
GCEM."

Justification: Each vendor follows different architecture to support
solution availability. We have an architecture to make sure service is
always available, We have no single point of faflure for policy
management. Please clarify if bank s ok with this approach.

"The entire solution shall be deployed on-premises in the Bank's DC & DR|

Bidder to comply with GeM bid terms and conditions.
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Endpoint Antivirus Solutian

Request for change: We request bank to change the clause as below:

‘ ATC 3. The entire solution shall be deployed on-premises In the Bank's DC “The ‘entlre solutl?n shall Pe deployed on-pr.emlses in the Bank’s DC & DR
L. . . re location. The entire solution shall support high avallability between DC
& DR locations in Active-Active mode with load balancing within and N
Annexure-2 . : « 1w |8nd DR. The architecture for the DC-DR Setup has to be vetted by the
Technical between DC and DR, The entire solution shall suppart high availability g .
76 e r'n between DC and DR, Both DC & DR Setups should be individually . Bidder to comply with GeM bid terms and conditions.
Requirements . .
capable of catering the entire scope of the solution. Said load . -
. s . Justification: Each vendor follows different architecture to suppart
. balancing should be an in-built feature of the solution and no extemal e g . .
B. Technical . . solution availability. We have an architecture to make sure service is
load balancing appliance should be required. The architecture for the .
Requiretents DC-DR Setup has to be vetted by the OEM. akways available. We have no single point of failure for policy
P Y management, Please clarify if bank is ok with this approach.
ATC Endpoint Antivirus Solution
3. The entlre solution_ shall tfe deployed on-premises m_ the Bank’s DC Request the Bank to modify the clause to “The entire solution shall be
& DR locatfons in Active-Active made with load balancing within and .
Annexure-2 N . w1 e |deployed on-premises in the Bank’s DC & DR
Technical between DC and DR, The entire solution shall support high availability locations in Active-Active/Active-standby mode. Both DC & DR Setu
7 between DC and DR. Both DC & DR Setups should be Individually nACH ¥ mece. 5 |Bidder to comply with GeM bid terms and condittons,
Requirements . should be individually capable of catering the entire scope of the
capable of catering the entire scope of the solutfon. Said load
R N 3 solutfon. The architecture for the DC-DR Setup has to be vetted by the
balancing should be an in-built feature of the sofution and ho extemal
B. Technical . . s OEM.
Requirements load balancing appliance should be required, The architecture for the
e DC-DR Setup has to be vetted by the OEM.
ATC
Endpoint Antivirus Solution 1. Request Bank to confirm the quantity of the no. of mobile devices
Annexure-2 5. The solution should provide support across platforms of operating  |part of this RFP scope.
78 Technical systems for endpoints - versions of Windows, Linux, MA-C, Custon’]lzed 2. Request Bank to confirm if the EDR scope Is also applicable to Linux Details will be shared with selected bidder
Requirements 05 etc. The proposed solution should also support mobile operating  |systems
systems like android, i0S, etc. Bidder has to mention clearly the 3. Plesase mention the total quantity of linux systems part of this rip
B. Technical feature parity of solution between Operating System if any. scope.
Requirements
ATC
Endpaint Antivirus Solution
Annexure-2 5. 'The solution should provide suppart across platforms of operating
Technical systems for endpoints - versions of Windows, Linux, MAC, Customized |Clarification: We request bank to share the Customized OS5 details to
” Requirements 05 etc. The proposed solution should also support mabile operating  [check compatibitity of the solution. Details will be shared with selected bidder
systems like android, 10S, etc. Bidder has to mention clearly the
B. Technical feature parity of solution between Operating System if any.
Requirements ’
ATC
Endpeint Antivirus Solution
Annexure-2 5. The solutfon should provide suppart across platforms of operating
‘Technical systems for endpoints - versions of Windows, Linux, MAC, Customized |[Clarification: We request bank to share the Customized 05 details to . . .
8 Requirements 05 ete. The proposed solution should also support mobile operating  fcheck compatibility of the solutfon. Detaits will be shared with selected bidder
systems like android, 105, etc. Bidder has to mention clearly the
B. Technical feature parity of solution between Operating System if any.
Requirements
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ATC -
Endpoint Antivirus Selutfon 1. Request the bank to confirm the quantity of the no. of mobile devices
Annexure-2 5. The solution should provide support across platforms of operating  |part of this RFP scope.
81 Techrllical systems for endpoints - verflons of Windows, Linux, MAF, Custon"lized 2. Request the bank to confirm if the EDR scope is also applicable to Details wilk be shared with selected bidder
Requirements 05 etc. The proposed selution should also support mebile operating  [Linux systems
systems like android, 03, etc. Bidder has to mention clearly the 3. Plesase mention the total quantity of linux systems part of this rfp
B. Technical feature parity of solution between Operating System if any, scope.
Requirements
ATC
Endpoint Antivirus Solution
Annexure-2 5, The solutfon should provide support across platforms of operating
Technicat systems for endpoints - versions of Windows, Linux, MAC, Customized |Clarification: We request bank to share the Customized 0§ details to
82 Requirements 0S etc. The proposed solution should also support mobile operating  [check compatibility of the solution. Detalls will be shared with selected bidder
systems like android, 105, etc. Bidder has to mention clearly the .
8. Technical feature parity of solution between Operating System if any.
Requirements
ATC
Endpoint Antivirus Solution
Annexure-2 5. The solution should provide support acrass platforms of operating
Technical systems for endpoints - versions of Windows, Linux, MAC, Customized . .
83 Requirements 05 etc. The proposed solution should also suppart moblle operating Kindly mention OS5 version Details will be shared with selected bidder
systems like android, i0S, etc. Bidder has to mention clearly the
B, Technical feature parity of solution between Operating System if any.
Requirements
ATC
Endpoint Antivirus Solutfon
Annexure-2 5. The solution should provide support across platforms of cperating
Technical systems for endpoints - versions of Windows, Linux, MAC, Customized |Clarification: We request bank to share the Customized 05 details to R .
8 Requirements 05 etc. The proposed solution should also support mobile operating  |check compatibility of the solution. Detafls will be shared with selected bidder
systems like android, i0S, etc. Bidder has to mention clearly the
B, Technicat feature parity of solutfon between Operating System if any.
Requirements
ATC
Endpoint Antivirus Solution
Annexure-2 5. The solution should provide support across platforms of operating
&5 Technical systems for endpoints - versions of Windows, Linux, MAC, Customized |AV, Application Control & EDR Components are on-prem. Can we Entire solution management should be on premises
Requirements QS ete. The proposed solution should also support mobile operating  |propose Cloud management far mabile threat management, % p
systems like androfd, 105, etc. Bidder has te mention clearly the
B. Technical feature parity of solution between Operating System if any.
Requirements
ATC ip . "
Clarification: During the scan of the file generally vendars take the meta
. . : data/trace data to check with vendor threat intelligence to convict the
Annexure-2 Endpoint Antivirus Solution y
N file. However the actual file is not taken into the cloud/vendor
Technical 6. The complete solution must be implemented On-Premises at the N N N
[:1 ) environment. Please clarify whether collecting the metadata/trace data |Bidder to comply with GeM bid terms and conditions,
Requirements Bank's DC and DR Location. Any data of the Bank shoutd not transit . . . . . )
. . . to verify the reputations/intelligence is ok with the bank. Hence some
outside the Bank's environment at any point of time. . . s
telemetry data does leave the premisis. ‘This doesnt include Pll or PHI
B. Technicak :
; data,
Requirements
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Replies to Prebid queries of GeM Bid ref. no. GEM/2022/B/2236457 dated 04/06/2022 for integrated Endpoint Antivirus, Application Whitelisting, Sandbox and Advanced Threat Protection Solution

ATC Clarification; During the scan of the file generally vendors take the meta
. i data/trace data to check with vendor threat intelligence to convict the
Annexute-2. Endpoint Antivirus Sclutien . . h d 4
Technical 6. The complete selution must be Implemented On-Premises at the file. However the actual file is not taken fnto the cloud/vendor
87 N T . environment. Please clarify whether collecting the metadata/trace data |Bidder to comply with Gem bid terms and conditfons.
Requirements Bank's DC and DR Location. Any data of the Bank should not transit . .
. . to verify the reputations/intelligence fs ok with the bank. Hehce some
outside the Bank's environment at any point of time.
telemetry data does leave the premisis, This doesnt include PIl or PHI
B. Technical .
data,
Requirements .
ATC Clarification: During the scan of the file generally vendors take the meta
.. data/trace data ta check with vendor threat intelligence to convict the
Annexure-2 Endpoint Antivirus Solution N P h d d
Technical 6. The complete solution must be Implemented On-Premises at the file. However the actual file is not taken nto the cloud/vendor . . . -
28 Requirements Bank's DC and DR Location. Any data of the Bank shauld not transit environment. Please clarify whether collecting the metadata/trace data |Bidder to comply with GeM bid terms and conditions.

B. Technical

outside the Bank's environment at any peint of time.

to verify the reputations/intelligence is ok with the bank. Hence some
telemetry data does leave the premisis. This doesnt include Pil or PHE
data.

Requirements
ATC Clarification: During the scan of the file generally vendors take the meta
. data/trace data to check with vendor threat intelligence to convict the
#nn:x;lrel-l :nm:::;ml:;u:o?z:?:r:mst be implemented On-Premi t th file. However the actual file is not taken Into the cloud/vendor
gy | cennicd . a . P Merremises at e o avirenment. Please clarify whether collecting the metadata/trace data |Bidder to comply with GeM bid terms and conditions.
Requirements Bank's DC and DR Location. Any data of the Bank should not transit . . . P .
. N N 3 to verify the reputations/intelligence is ok with the bank, Hence some
outside the Bank’s environment at any point of time, . :
. telemetry data does leave the premists. This doesnt include PIL or PHI
. |B. Technical data
Requirements .
ATC
Annexure-2 Endpoint Antivins Solution Next Gen AV folutlons should be clf)ud pa'm?red to adapts to changing
Technical 6. The compiete solution must be implemented On-Premises at the threats by utilizing advance analytics and big data. .
90 r-uca _ P . P Request to change the clause to "Solution should be a cloud-delivered  |Bidder to comply with GeM bid terms and conditions.
Requiremnents Bank's DC and DR Location. Any data of the Bank should not transit . e .
. ) N N endpoint security solution with in built HA & monthly uptime of atleast
outside the Bank's environment at any paint of time.
9%.9 %",
B. Technical
Requirements
ATC Endpaint Antivirus Solution .
luti
7. The solution should suppaort single installer / agent for all !quuest Bank to modify the clause to The solution shauld support single
. installer / agent for all components of the solution, The agent, size
Annexure-2 components of the solution. The agent size should not exceed J00MB < . .
3 . . o hs should not exceed 350MB including latest signature/pattern definitions.
Technical including [atest signature/pattemn definitions. Updates to the . "
9" ; : Updates to the signature/pattemn files on the agent should be Bidder to comply with GeM bid terms and conditions.
Requirements signature/pattern files on the agent shoutd be incremental and should
. incremental and should not be more than 2 MB per update. The agent
not be mare than 2 MB per update. The agent installed at endpoints |, . .
. N N installed at endpoints should be lightweight and should not utilize more
B. Technical should be lightweight and should not utilize more than 5% of system -
than 5% of system resources.
Requirements resources,
ATC Endpoint Antivirus Solution
7. The sctution should support single installer /7 agent for all
:nn:xyrel-l f::;:zet;t:t::tt;e::tlz::’n.a'tl’::r:ier?;g:nssho; l:::;?;‘f:: 300MB Clarification: We can achieve the utilization of system resources by .
9z | °° r.'nm . 2 g y P o - P canfiguration parameters on the EPP solution, Please clarify If bank is ok |Bidder to comply with GeM bid terms and conditions.
Requirements signature/pattem files on the agent should be fncremental and should with this apnroach
not be more than 2 MB per update, The agent installed at endpoints PR :
B. Technical should be lightweight and should not utilize mare than 5% of system
Requirements resources.
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ATC Endpoint Antivirus Solution
7. The solution should support single installer / agent for all
Annexfjre-l Fomp{fnents of th‘e solution. The agent si%e should not exceed 300MB Clarification: We can achieve the utilization of system resources by
Technical including latest signature/pattern definitions. Updates to the . N - : -
93 y X ) configuration parameters on the EPP solution. Please clarify If bank s ok [Bidder to comply with GeM bid terms and conditions.
Requirements signature/pattern files on the agent should be incremental and should with this anproach
not be more than 2 MB per update. The agent installed at endpoints PP '
B. Technical should be lightweight and should not utilize mare than 5% of system
Requirements resources.
ATC Endpoint Antivirus Solution .
7. The solution should support single installer / agent for all Request the bank ta madify the clause to “The solution should support
single fnstaller £ agent for all components of the solution. The agent
Annexure-2 companents of the solution. The agent size should not exceed J00MB |, - - .
: N . size should not exceed 350MB including latest signature/pattemn
Technical including latest signature/pattern definitions. Updates to the p :
94 . definitfons. Updates to the signature/pattem files on the agent should |Bidder to comply with GeM bid terms and conditions,
Requirements signature/pattern files on the agent should be incremental and should
. be incremental and should not be more than 2 MB per update. The agent
not be more than 2 MB per update. The agent installed at endpoints .
: installed at endpoints should be lightweight and should not utilize more
B. Technical should be lightweight and should not utilize more than 5% of system -
N than 5% of system resources.
Requirements resources. .
ATC Endpoint Antivirus Solution
7. The solution should support single fnstaller / agent for all
Annexl:lre-z .compu_nents of the solution, The agent size should not exceed J00MB Clarification: We can achieve the utilization of system resourees by
95 Technical including latest signature/pattem definitians. Updates to the configuration parameters on the EPP solution. Please clarify If bank is ok |Bidder to comply with GeM bid terms and conditi
Requirements signature/pattern files on the agent should be incremental and should g P ) 4 Py ons.

B. Technical

not be more than 2 MB per update. The agent installed at endpoints
shoutd be lightweight and should not utitize more than 5% of system

with this approach.

Requirements resources.
ATC Endpaint Antivirus Solution
7. The solution should support single installer / agent for all
Annexr:xre-z comp{).nents of the solution. The agent size shoutd not exceed 300MB Clarification: We can achieve the utilization of system resources by
Technical including latest signature/pattern definitions, Updates to the ) N . N . "
96 . . " . configuration paramieters on the EPP solution. Please clarify If bank is ok |Bidder to comply with GeM bid terms and conditions.
Requirements signature/pattemn files on the agent should be incrementat and should with this approach
not be more than 2 MB per update, The agent installed at endpoints y
B, Technical should be lightweight and should not utilize more than 5% of system
Requirements resourees.
During cyber attacks, bad actors try to disable security features, such as
ATC antivirus protection, on your machines. The Endpoint protection solution
should have a "Tamper protection™ mechanism to prevent bad actors
Annexurg-2 . from:~-
. Endpoint Antivirus Solution
97 Technical 9. The Endpoint Agent uninstallation/ unloading / any activity - Disabling virus and threat protection Bidder to comply with Gem bid terms and conditions.
Requirements involving changes to the agent locally should be password protected - Disabling reat-time protection
" |- Turning off behavior monitoring
B. Technical - Disabling antivirus protection
Requirements - Removing security intelligence updates
- Disabling automatic actions on detected threats
ATC
Annexure-2 Endpeint, Antivirus Solution Clarification: Each vendor follows different architecture to support
o8 Technical 10. The Endpoint Agent should have functionality of high avallability |[solution availability. We have an architecture to make sure service is The agent redirection should be automatic without any manual
Requirements where automatic switching to available update server should take always available. We have no single point of failure for policy intervention at the agent or server level,
place. management. Please clarify if bank is ok with this approach.
B. Technical
Requirements
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ATC
Annexure-2 Endpoint Antivirus Solution Clarification: Each vendor follows different architecture to support
99 Technical 10. The Endpoint Agent should have functionality of high availability |solution availability. We have an architecture to make sure service is The agent redirection should be automatic without any manual
Requirements where automatic switching ta available update server should take always available, We have no single point of failure for policy intervention at the agent or server level.
place. management, Please clarify if bank is ok with this approach.
B. Technical
Requirements
ATC
Annexure-2 Endpoint Antlvirus Solution Clarification: Each vendor follows different architecture to support
100 Technical 110. The Endpoint Agent should have functionality of high availability |solution availabitity. We have an architecture to make sure service 1s The agent redirection should be autematic without any manual
Requirements where automatic switching to available update server should take always available. We have no single point of failure for policy intervention at the agent or server level.
place. management. Mease clarify if bank is ok with this approach.
B. Technical .
Requirements
ATC
Annexure-2 Endpoint Antivirus Solution Clarification; Each vendor follows different architecture to support
101 Technical 10, The Endpeint Agent should have functionality of high availabflity |solution availability. We have an architecture to make sure service is The agent redirection should be autematic without any manual
Requirements where automatic switching to available update server should take always available. we have no single point of failure for policy intervention at the agent or server level.
place. management. Please clarify if bank s ok with this approach.
B. Technical
Requirements
ATC
Annexure-2 Endpaint Antivirus Solution
Technical 11, For laptops and tabs outside the Corporateé Netwotk, policy N o
' 3 h ith ted bidd
102 Requirements configurations should happen through edge relay server and the Request Bank to confirm the qty of tabs part of this rfp scope Details will be shared with selec er
updates should take place directly from internet,
B. Technical
Requirements
ATC
Annexure-2 Endpoint Antivirus Solution
Technical 11. For laptops and tabs outside the Corporate Network, policy o .
3 idd
103 Requirements configurations should happen through edge relay server and the Request the bank to confirm the qty of tabs part of this rfp scope. Details will be shared with selected bidder
updates should take place directly from internet.
B. Technical
Requirements
ATC
Annexure-2
Endpoint Antivirus Solution e " N
104 ;:t?:ec:ents 12, The Solution should be capable of integration with SIEM of the f;a;!z:t:::'g;mt:; ;;;e the details of SIEM solution used by the bank Details will be shared with selected bidder
Bank, ensuring smaoth and seamless flow of logs to the SIEM Server. pa ¥.
B. Technical
Reguirements
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105

ATC

Annexure-2
Technical
Requirements

B. Technical
Requirements

Endpoint Antivirus Solution
12. The Solution should be capable of integration with SIEM of the
Bank, ensuring smooth and seamless flow of logs to the SIEM Server,

Clarification: Please share the details of SIEM solution used by the bank
to check the compatibility.

Details will be shared with selected bidder

106

ATC
Annexure-2
Technical

Requirements

B. Technical

Endpaint Antivirus Selution
12. The Solutian should be capable of integration with SIEM of the
Bank, ensuting smooth and seamtess flow of logs to the SIEM Server,

Clarification: Please share the details of SIEM solution used by the bank
to check the compatibility.

Details will be shared with selected bidder

Requirements
ATC
?:m;'z Endpoint Antivirus Solution
107 | Requirements 12. The Solution should be capable of integration with SIEM of the | Which SIEM solution used by bank 7 Details will be shared with selected bidder

B. Technical

Bank, ensuring smoath and seamless flow of logs to the SIEM Server,

Requirements
ATC
Annexure-2
Endpoint Antivirus Solution e .
108 :ecz?::::ents 12. The Selution should be capable of Integration with SIEM of the f;a;‘titlzr: ct-:;as:tis;i;.;e the details of SIEM solution used by the bank Details will be shared with selected bidder
0 Bank, ensuring smooth and seamless flow of logs to the SIEM Server. P Y-
B. Technical
Requirements
ATC
Annexure-2 Endpoint Antivirus Solutfon
Technical 13. The solutian provided by the bidder should work In unisan with Kindly provide details of existing security solutions and uses cases bank
109 Requirements the exfsting security solutions implemented in the Bank viz., NAC, looki:pfor integration with En dg int r:tection solution Detafls will be shared with selected bidder
= Active directary, SOC solutfons, PIM, DLP, IT Asset Management 2 peint p )
B. Technical package, Bank’s firewall, IDS and IPS for threat intelligence ete,
Requirements
ATC Request for change: We request bank to change the clause as below:
“The solution should offer protection against zero day attack by feature
Annexure-2 Endpaint Antivirus Selution like virtual patching and vulnerability protection including pre execution [ The GeM bid clause is modified as under:
110 Technical 15. The solution should offer protection against zero day attack by behavior analysis and run time behavior analysis on Windows endpoints. ®“15. The solution should offer pratection agalnst zero day attack by
Requirements feature of virtual patching and vulnerability protection including pre features like virtual patching and vulnerability protection including pre
execution behavior analysis and run time behavior analysis, Justification: Virtual patehing & a vendor specific language. Hawever we|execution behaviour analysis and run time behavior analysis.”
‘|B. Technical achieve the same by way of identifying the known malware and provide
Requirements the protection to the endpoint.

\
|
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ATC Request for change: We request bank to change the clause as below:
“The solution should offer protection against zero day attack by feature
Annexure-2 Endpoint Antivirus Salution like virtual patching and vulnerabllity protection including pre execution |The GeM bid clause s modified as under;
1" Technical 15. The solution shouwtd offer protection against zero day attack by behavior analysis and run time behavior analysis on Windows endpoints.”|"15. The solution should offer protection against zero day attack by
Requirerments feature of virtual patching and vulnerability protection including pre features like virtual patching and vulnerability protection including pre
execution behavior analysis and run time behavior analysis. Justification: Yirtual patching s a vendor specific language. However welexecution behaviour analysis and run time behaviar analysis.”
B. Technical achieve the same by way of identifying the known malware and provide
Requirements the protection to the endpoint.
ATC Request for change: We request bank to change the clause as below:
“The soluticn should offer pratection against zere day attack by feature
Annexure-2 Endpoint Antivirus Selytion like virtual patching and vulnerability protection including pre execution |The GeM bid clause is modified as under:
12 Technical 15. The solution should offer protection against zero day attack by behavier analysis and run time behavior analysis on Windews endpoints. ”["15. The solution should offer protection against zero day attack by
Reguirements feature of virtual patching and vulnerability protection including pre features like virtual patching and vulnerability protection including pre
execution behavior analysis and run time behavior analysis, Justification: Yirtual patching is a vendor specific language. However we|execution behaviour analysis and run time behavior analysis.”
B. Technical achieve the same by way of identifying the known malware and provide
Requirements the protection to the erdpoint.
ATC
Annexure-2 Endpoint Antivirus Seolution The GeM bid clause is modified as under:
13 Technical 15. The solution should offer protection against zero day attack by virtual Patching is specifc to an OEM. Can we propese vulnerability "14%. The solution should offer protection against zero day attack by
Reguirements feature of virtual patching and vulnerability protection including pre  |mitigation for vulnerable applications, features like virtual patching and vulnerability protection including pre

B. Technical

execution behavior analysis and run time behavior analysis.

execution behaviour analysis and run time behavior analysis,”

Requirements
ATC Request for change: We request bank to change the clause as below:
*The solution should offer protection against zero day attack by feature
Annexure-2 Endpaoint Antivirus Solution tike virtual patching and vulnerability protection including pre execution |The GeM bid clause is modified as under:
114 Technical 15. The solution should offer protection against zero day attack by behavior analysis and run time behavior analysis an Windows endpoints.”(™15. The solution should offer protection against zero day attack by

Requirements feature of virtual patching and vulnerability protection including pre features like virtual patching and vulnerability protection including pre

exectition behavior analysis and run time behavior analysis. Justification: Virtual patching is a vendor specific language. However we|execution behaviour analysis and run time behavior analysis.”
8. Technical achieve the same by way of [dentifying the known malware and provide
Requirements the protection to the endpeint.
ATC

dnint Anti .
Annexure-2 Endpoint Antivirus Solution . . Clarification: Our solution maintains the reputation scores of the
N 23. The solution shauld malntain a database of website reputaticn .
Technical s website in our cloud through quety to maintain updated reputations for - :
115 N scare that prevent end user from accessing known malicious websites. N . Entire solution should be implemented on premises

Requirements N the websites. Please clarity if bank is ok to allow solution to check the

The solution should maintain a log of such attempted accesses and .

reputation from cloud environment.

alert the end user on such attempts.
B, Technical
Requirements
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116

ATC
Annexure-2
Technical

Requirements

B. Technical

Endpoeint Antivirus Sclution

23. The solution should maintain a database of website reputation
score that prevent end user from accessing known malicious websites.
The solution should maintain a log of such attempted accesses and
alert the end user on such attempts.,

Clarification: Our solution maintains the reputation scores of the
website in our cloud through query to maintain updated reputations for
the websites. Please clarity if bank is ok to allaw selution to check the
reputation from cloud environment,

Entire soluticn should be implemented on premises

Requirements
ATC
Annexure-2 Endpaint Anr.ivirus Solutian . Clarification: Cur solution maintains the reputation scores of the
Technical 23. The solution should maintain a database of website reputation website in our cloud through query to maintain updated reputations for
117 score that prevent end user from accessing known malicious websites. 8t query . P Entire solution shoutd be implemented on premises
Requirements 3 the websites. Please clarity if bank s ok to allow solution to check the
The solution should maintain a log of such attempted accesses and
reputation from cloud environment.
alert the end user on such attempts.
B. Technical
Requirements
ATC
Annexure-1 Endpaint Anti-virus Salutian . Clarification: Our selution maintains the reputation scores of the
23. The solution should maintain a database of website reputation o < A
Technical A . s website in our cloud through query to maintain updated reputations for . .
118 . score that prevent end user from accessing knawn malicious websites, . Entire solution should be implemented on premises
Requirements - the websites. Please clarity if bank is ok to allow solution to check the
The solution shoutd maintain a log of such attempted accesses and
reputation from cloud envirohment,
alert the end user on such attempts.
B. Technical
Requirements
ATC
Annexure-2 Endpoint Anttvirus Solution Request to change the clause to “The proposed scelution should have
Technical 29. The solution should suppert for uninstallation of existing anti-virus s N . s . . . , "
119 . . capability to coexist with existing AV solution during migraticn stage Bidder to comply with GeM bid terms and conditions,
Requirements solutions from the endpoint and replacing with own agent during . e .
. before remaoving existing AV solution
initial deployment or othetrwise.
B. Technical
Requirements
Request for Change: We request bank to change the clause as below:
ATC #Solution should be able to repart non-compliant nodes. Solution should
be able to automatically update DAT on the nodes to the latest avallable|
Endpoint Antivirus Solution M
Annexure-2 31, Solution should be abte to isolate non-compliant nodes and force updates on the endpoint,
= y P Isolation of endpoints has to be performed by the proposed solution
Technical latest vpdates on the endpoint and bring it back Into the network ) . )
120 . . . Justification: EPP selutions identify the endpoints as non-complaint based on the AV updates and component versions/hatfixes only.
Requirements once the agent has been updated to the latest signature available. N .
based on the DAT/signature versions on the endpoint. Forcing the nodes
This feature should be extended to component, version updates/ hot ops ion/hotfix i .
B. Technical fixes available at the agent level to specific version/hotfix is a functionality of Pesture management
R.equlrements ' solution which s not an inherent feature of EPP solution. Will it be ok to

the bank to integrate with the NAC solution to achieve the sald
functionatity?
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Request for Change: We request bank to change the clause as below:
“solution should be able to repart non-compliant nodes. Solution should

ATC " be able to automaticatly update DAT on the nodes to the latest available
Endpoint Antivirus Solution updates on the endpoint. =
-Arn n:xf:rel-l f;te::tl;::; sh::;l‘lctihbe at:e t-o:sol:ts ',mn::%mp:?n: ntc:‘ldes a:d !l;:(rce Isolation of endpaints has to be performed by the proposed solution
121 echnica &5 @ endpoint and bring It bac .m 0 the netwal Justification: EPP solutions identify the endpoints as non-complaint based on the AY updates and component versions/hotfixes only.,
Requirements once the agent has been updated to the latest signature available. . .
. . based on the DAT/signature versions on the endpoint. Forcing the nodes
This feature should be extended to component version updates/ hot . N
B. Technical it ilable at th t evel to specitic version/hotfix is a -functionality of Posture management
R‘ uiren::::ts xes avallable at the agent level. solution which is not an inherent feature of EPP solution. Will it be ok to
£q the bank to integrate with the NAC selution to achieve the said
functionality?
Request for Change: We request bank to change the clause as below:
ATC “Solution should be able to report non-comptiant nodes. Solution should
. . be able to automatically update DAT on the nodes to the latest available
Endpoint Antivirus Selution updates on the endpaint. ”
?rm:x ;Jrel-l ?1': Sflut;orl sht;uh:hbe al:jle:;:sol:tber;\on;:cl;mp:?ntt n::‘des a:d t:‘rce tsolation of endpeints has to be performed by the proposed solution
122 ec n o atest updates on the endp an ng It bac ) nte the ne -wo Justification: EPP solutions identify the endpoints as non-complaint based on the AV updates and component versions/hotfixes only.
Requirements once the agent has been updated to the latest signature available, .
X based on the DAT/signature versions on the endpolnt. Forcing the nodes
This feature should be extended to component version updates/ hot ogs . .
B. Technical i itable at th t level to specific version/hotfix fs a functionality of Posture management
R. eicr mc:ts xes avaliabie at the agent level. solution which is not an inherent feature of EPP solution. Will it be ok to
equireme the bank to integrate with the NAC solution to achieve the said
functionality?
Request for Change: We request bank to change the clause as below:
ATC “Solutfon should be able to report non-compliant nodes. Solution should
_ . be able to automatically update DAT on the nodes to the [atest avallable
Endpoint Antivirus Solution updates on the endpoint, ”
#"":: :rrel—l 31‘: S:MLO'L shoulc:hbe at:’[e Eu:sol:t:::n-(:{::pl??ntt n::‘des a:d firce o Isolation of endpoints has te be performed by the praposed solution
123 schnlca atest Lpdates on the encpoint an 8 ¢ N nto the hetwor Justification: EPP solutfons identify the endpoints as non-complaint based on the AV updates and component vetsians/hotfixes only.
Requirements once the agent has been updated to the latest signature available. . . .
. based on the DAT/signature versions on the endpaint. Forcing the nodes
‘This feature shoutd be extended to component version updates/ hot e . ..
8. Technical i ilable at th  level to specific version/hotfix is a functionality of Posture management
R;e ec nica ts xes avatiable at e agent levet. solution which fs not an inherent feature of EPP solution, Will it be ok to
quiremen the bank to integrate with the NAC salutfon to achieve the said
functionality?
e Endpoint Antivirus Solution Request Bank to modify the clause to "Endpoint Protection should able
33, Endpoint Protection should able to block devices based on eq . 4 . fa
Annexure-2 . s to block devices based on Windaws Class ID / Serfal number and should
Technfcal Windows Class ID and should include USE, DVD/CD, Infrared, include USE, DVD/CD, Infrared, Bluetaoth, Wi-Fi, Serial, Parallet, Fire
124 Bluetooth, Wi-Fi, Serial, Parallel, Flre wire, SCSI and PCMCIA. Solution |, ' . ! ! ' ! ' Bidder to comply with GeM bid terns and conditions.
Requirements ) . wire, SCSI and PCMCIA, Solutfon should atso be able to black and give
should also be able to block and give read / write / execute p . 3
" read f write / execute permission for mentioned devices. The solution
3 permission for mentioned devices. The solution should be able to -
B. Technical should be abte to block auto run feature.
i block auto run feature,
Requirements
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ATC

Annexure-2
Technical
125 Requirements
B. Technical
Requirements

Endpoint Antivirus Selution

33. Endpoint Protection should able to block devices based on
Windows Class ID and should include USB, DVD/CD, Infrared,
Bluetooth, Wi-Fi, Serial, Parallel, Fire wire, 5C5| and PCMCIA. Solution
should also be able to block and give read /7 write / execute
permission for mentioned devices. The solution should be able ta
block auto run feature,

Request the bank to medify the clause to “Endpoint Protection should
able to block devices based on Windows Class ID / Serial number and
should include USB, DYD/CD, Infrared, Bluetooth, Wi-Fi, Serial, Parallel,
Flre wire, SCS| and PCMCIA, Solution should also be able to block and
give read / write / execute permission far mentioned devices. The
solution should be able to block auto run feature.”

Bidder to comply with GeM bid terms and conditions.

ATC

Annexure-2
Technical
126 Requirements
B. Technicat
Requirements

Endpaint Antivirus Solution

34, Solution must provide automatic threat detection and response in
the event of outbreak by blocking shared folders, wulnerable ports
and/or deny grant access to specific files and folders for quick
response and containment against outbreak. The solution must be
capable of acting on the detection by isolating and cleaning the
infected computers.

Request for remaval of this specification.

Justifications: Response and containment is 2 EDR use cases. We
understand this RFP is specific to EPP requirements, We also understand
that bank is planning to release a separate RFP for EDR requirements.
Hence we request bank to consider to remave this specification.

Bidder to comply with GeM bid terms and conditions,

ATC

Annexure-2
Technical
Requirements

127

8. Technical
Requirements

Endpeint Antivirus Solution

34, Solution must provide automatic threat detection and response in
the event of outbreak by blocking shared folders, vulnerable ports
and/or deny grant access to specific files and folders for quick
response and containment against outbreak. The solution must be
capable of acting on the detection by isolating and cleaning the
infected computers.

Request far removal of this specification,

Justifications: Response and centainment is a EDR use cases, We
understand this RFP is specific to EPP requirements. We also understand
that bank is ptanning to release a separate RFP for EDR requirements.
Hence we request bank to consider to remove this specification.

Bidder to comply with GeM bid terms and conditions.

ATC

Annexure-2
Technical
128 Requirements
B. Technical
Requirements

Endpoint Antivirus Solution

34. Solution must provide automatic threat detection and response in
the event of outbreak by blacking sharad folders, vilnerable posts
and/or deny grant access to specific files and folders for quick
response and containment against outbreak. The solution must be
capable of acting on the detection by isolating and cleaning the
infected computers,

Request for removal of this specification.

Justifications: Response and containment is 2 EDR use cases, We
understand this RFP is specific to EPP requirements, We alse understand
that bank i35 planning to release a separate RFP for EDR requirements.
Hence we request bank to consider to remove this specification,

Bidder to comply with GeM bid terms and conditions.

ATC

Annexure-2
Technical
129 Requirements
B. Technical
Requirements

Endpoint Antivirus Solutfon

34. Solution must provide automatic threat detection and respense in
the event of outbreak by blecking shared folders, viinerable ports
and/or deny grant access to specific files and folders for quick
response and contalnment against outbreak, The solution must be
capable of acting on the detection by isolating and cleaning the
infected computers.

Request for removal of this specification,

Justifications: Respanse and containment is 2 EDR use cases. We
understand this RFP is specific to EPP requirements. We alse understand
that bank fs planning to release a separate RFP for EDR requirements,
Hence we request bank to consider to remove this specification.

Bidder to comply with GeM bid terms and conditiens.
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130

ATC
Annexure-2
Technical

Requirements

B. Technical

Endpoint Antivirus Solution

35, Endpoint Antivirss should be able to deploy flexible and different
security policies depending upon the AND / OR relationship of
foltowing network triggers like IP address (range or mask), hostname,
DNS Server, DHCP Server, Gateway Address, Network Connection
(Wireless, VPN, Ethemet, Dialup, etc.).

Request for change: We request to change the clause as below:
“Endpeint Protection should be able to deploy flexible and different
firewall security policies depending upon the location of the endpoint.”

Justification:

This 5 a OEM specific use case and related to posture management
which is not an inherent feature of EPP sclution. However we can apply
location aware firewall rules/rule groups on the endpoints using the host

Bidder to comply with GeM bid terms and conditions,

Requirements based firewall. Plesse clarify If the ask functionality is achieved by way
of integrating our solution with the existing NAC solution of the bank.
Request for change: We request to change the clause as below:
ATC “Endpoint Protection should be able to deploy flexible and different
Endpoint Antivirus Solution firewall security policies depending upon the location of the endpoint.”
Annexure-2 35. Endpoint Antivirus should be able to deploy flexible and different
Technical security policies depending upon the AND / OR relationship of Justification: . . .
131 Requirements following n!etwnrk triggers like IP address (range or mask), hostname,_ |This is a OEM specific use case and related Lo posture management Bidder to comply with GeM bid terms and conditions.
DNS Server, DHCP Server, Gateway Address, Network Connection which is not an inherent feature of EPP solution. However we can apply
B. Technical {Wireless, VPN, Ethemet, Dialup, etc.). lecation aware firewall rules/rule groups on the endpoints using the host
Requirements based firewall. Plesse clarify if the ask functionality is achieved by way
of integrating our sofution with the existing MAC solution of the bank.
Request for change: We request to change the clause as below:
ATC “Endpoint Protection should be able to deploy flexible and different
Endpoint Antivirus Solution firewall security pelicies depending upon the location of the endpeint.”
Annexure-2 35. Endpaint Antivirus should be able to deploy flexible and different
Technical security policies depending upon the AND / OR relationship of Justification:
132 Requirements following network triggers like IP address {range or mask}, hostname, |This {s a OEM specific use case and related to posture management Bidder to comply with GeM bid terms and conditions.
DNS Server, DHCP Server, Gateway Address, Network Connection which is not an inherent feature of EPP solution. However we can apply
B. Technical {Wireless, VPN, Ethernet, Dialup, etc.). location aware firewall rules/rule groups on the endpoints using the host
Requirements based firewall, Plesse clarify if the ask functionality is achieved by way
of Integrating our solution with the existing NAC solution of the bank,
Request.for change: We request to change the clause as below:
ATC “Endpoint Protection should be able to deploy flexible and different
Endpoint Antivirus Solution firewall security policies depending upon the location of the endpaint.”
Annexure-2 35. Endpoint Antivirus should be able to deploy flexible and different
Technical security policies depending upon the AND / OR relationship of Justification: . . N -
133 Requirements following network triggers like |P address {range or mask), hostname, |This s a OEM specific use case and related to posture management Bidder to comply with Ge# bid terms and conditions.
DNS Server, DHCP Server, Gateway Address, Network Connection which Is not an inherent feature of EPP solution. However we can apply
B. Technical {wireless, VPN, Ethernet, Dfalup, etc.), {ocation aware firewall rules/rule groups on the endpofnts using the host
Requirements based firewall. Plesse clarify if the ask functionality 15 achieved by way

of integrating our solution with the existing NAC solution of the bank.
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ATC
Endpaoint Antivirus Sefution
Annexure-2 35, Endpoint Antivirus should be able to deploy flexible and different |NGAY leverages artifical intellegence and behaviour leaming
Technical security policies depending upan the AND / OR relationship of meachanism to detect and prevent advance threats and not static .
Requirements following network triggers like IP address (range or mask), hostname, |security polices. Kindly modify the clause to include Al & ML as Bidder ta comply with GeM bid terms and conditions.
DNS Server, DHCP Server, Gateway Address, Network Connection detection and prevention mechanism.
B. Technical (Wireless, VPN, Ethemet, Dialup, etc.).
Requirements )
ATC
Endpoint Antivirus Solution
Annexure-2 35. Endpoint Antivirus should be able to deploy flexible and different
Technical security pelicies depending upon the AND / OR refationship of No query
Requirements following netwark triggers like IP address (range or mask), hostname,
DNS Server, DHCP Server, Gateway Address, Network Connection
B. Technical (wireless, VPN, Ethemet, Dialup, etc.).
Requirements
ATC
Clarification: EPP solution scans the emall while the user accesses the
Annexure-2 Endpoint Antivirus Solution emai! from POP applicatiens like outlook client on the endpaint, In case
Technical 36. Endpaint Antivirus solution should scan POP, IMAP, MAPI including (of IMAP & MAPI, which normally accessed from the browser, EPP solution Bidd v with GeM bid d conditi
Requirements email deskiop clients like Microsoft Outlook, Lotus Motes etc, and daesn’t scan the content, Hawever when the users try to download the er ta comply with GeM bid terms and conditions.
scan e-mail and e-mail attachments before allowing for download. attachments, the EPP solution scans the attachments downloaded in the
B. Technical endpoints, Please clarify if this is the expectation from the solution.
Requirements
ATC
Clarification: EPP solution scans the email while the user accesses the
Annexure-2 Endpoint Antivirus Solution email from POP applications like outlock client on the endpoint. In case
Technical 36, Endpoint Antivirus solution should scan POP, IMAP, MAP! including |of IMAP & MAPI, which normally accessed from the browser, EPP solution].. - .
Requirements email desktop clients like Microseft Outlaok, Lotus Notes et¢. and doesn’t scan the content. However when the users try to download the Bidder to comply with Ge bid terms and conditions.
scan e-mail and e-mail attachments before allowing for download, attachments, the EPP solution scans the attachments downloaded in the
B. Technical endpoints. Please clarify if this is the expectation from the solution.
Requirements
ATC
Clarification: EPP solution scans the email while the user accesses the
Annexure-2 Endpeint Antivirus Solution email from POP applications like outlook client on the endpoint. In case
Technical 36. Endpaint Antivirus solution should scan POP, $MAP, MAPI including [of IMAP & MAPI, which normally accessed from the browser, EPP solution Bidder to comply with Ge bid terms and conditions
Requirements email desktop clients like Microsoft Outlook, Lotus Notes ete. and doesn’t scan the content. However when the users try to download the )
scan e-mail and e-mail attachments before allowing for download. attachments, the EPP selution scans the attachments downloaded in the
B. Technical endpoints. Please clarify if this is the expectation from the solution,
Requirements
ATC
Clarification: EPP solution scans the email while the user accesses the
Annexure-2 Endpoint Antivirus Solution email from POP applications like outlook client on the endpeint. In case
Technical 36. Endpoint Antivirus solution should scan POP, IMAP, MAPI including [of IMAP & MAP, which normatly accessed from the browser, EPP solution Bidder to comply with GeM bid terms and conditions
Requirements email desktop clients like Micrasoft Outlook, Lotus Notes etc. and doesn’t scan the content. However when the users try to download the '
scan e-mail and e-mail attachments before allowing for download. attachments, the EPP solution scans the attachments downloaded in the
B. Technical endpoints. Please clarify if this 1§ the expectation from the solution.
Requirements
i
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ATC
Annexure-2 Endpoint Antivirus Solution Request Bank to modify the clause to "The solution must be able to pass
Technical 37, The selution must be able to pass user-defined Indicators of user-defined Indicators of Cempromise (I0Cs) such as file hashes (SHA1T),
140 Requirements Compromise (I0Cs) such as file hashes (SHA1, SHA 256, MD5), IP, IP, file, URLs, Domains, ete, to the Endpoint Selution so that, the Bidder to comply with GeM bid terms and conditions,
URLs, Domains, ete, to the Endpoint Solution so that, the Endpoint  (Endpoint Solution can block current and future detection of similar
. Solutfon can block current and future detection of similar flles, files,”
B. Technical
Requirements
ATC
Annexure-2 Endpoint Antivirus Solution Request the bank to medify the clause te “The solution must be able to
technical 37. The sofution must be able to pass user-defined Indicators of pass user-defined Indlcators-of Compromise {I0Cs) such as lfile hashes ) . . -
141 Requirements Compramise (I0Cs) such as file hashes (SHA1, SHA 256, MD3}, IP, (SHA1), IP, file, URLs, Domains, etc. to the Endpoint Solution so that, Bidder to comply with GeM bid terms and conditions.
URLs, Domains, ete, to the Endpoint Solution so that, the Endpoint the Endpoint Solution can bleck current and future detection of similar
. Solution can bleck current and future detection of similar fites. files.”
B. Technical
Requirements
ATC
Annexure-2 Endpoint Antivirus Solution
Technical 41. The salutfon should al.law communication between client and
142 Requirements server to happen over a single or two configurable ports and reduce Ne query
dependency on usage of default ports (HTTPS - on different port other
B. Technical than port 443).
Requirements
ATC Advanced Threat Protection Solution
s . - Request the bank to modify the clause to "Thea solutfon should have
45. The solution should have inbuilt sandboxing facility and host B . . N .
Annexure-2 ) . N . inbuilt sandboxing facitity and host virtual machines of commonly used
3 virtual machines of commonly used operating systems in the Bank. . . . .
143 Technical Sandboxing solution must support custam images including Windows operating systems in the Bank. Sandbaxing solution must support custom Bidder to comply with GeM bid terms and conditions
Requirements ’,_|images including Windows, LINUX, etc. to emulate actual endpoints used )

B. Technical

LINUX, embedded 05, etc. to emulate actual endpoints used in Bank’s
environment, with ability to customize operating system,
configuration, drivers, language preferences, etc,

in Bank’s environment, with ability to customize operating system,
configuration, drivers, language preferences, ete.” -

Requirements
ATC Advanced Threat Protection Selutien
. . Request Bank to meodify the clause to "The solution should have inbullt

45, The solution should have inbuilt sandboxing facility and host
Annextre-2 ; sandboxing facility and host virtual machines of commonly used

virtual machines of commonly used operating systems in the Bank. .

144 Technical Sandboxing solution must support custom images including Windows operating systems in the Bank. Sandboxing solution must suppart custom Bidder to comply with GeM bid terms and conditions

Requirements € ppo 2 g ' |images including Windows, LINUX, etc, to emulate actual endpoints used ply .

B. Technical

LINUX, embedded 05, etc. to emulate actual endpoints used in Bank's
environment, with ability to customize eperating system,
configuration, drivers, language preferences, etc,

in Bank's environment, with ability to customize operating system,
configuration, drivers, language preferences, ete.”

Requirements
ATC Advanced Threat Protection Sotution
Anhexure-2 4.5' The solur:ion should have inbuilt sandbt?xing famhtyi and host Request to change the clause to “The proposed solution should have near
. virtual machines of commanly used operating systems in the Bank. N . N
145 Technical Sandboxing solution must suppert custom images including Windows. fnstant, automated protection against new and emerging threats. Bidder to comply with GeM bid terms and conditions
Requirements 8 PP 8 € * |solution should have capability to identify new threats dynamically to Py .

B. Technical
Requirements

LINUX, embedded 0§, etc. to emulate actual endpoints used in Bank’s
envirenment, with ability to customize operating system,
configuration, drivers, language preferences, etc.

deliver accurate, real-time, and intelligent protection™
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144

ATC
Annexure-2
Technical

Requirements

B. Technical

Advanced Threat Protection Solution

45, The solution should have inbuilt sandboxing facility and host
virtual machines of commonly used operating systems in the Bank.
Sandboxing solution must support custom images including Windows,
LINUX, embedded 05, etc. to emulate actual endpoints used in Bank's
environment, with ability to customize operating system,
conflguration, drivers, language preferences, ete.

Rerjuest for change: We request bank to change the clause as below:
“The solution should have inbuilt sandboxing solution and host virtual
machines of commonly used operating systems in the Bank, Sandboxing
solution must support custom images of Windows & Android 05, etc. to
emulate actual endpoints used in Bank's environment, with ability to
customize operating system, configuration, drivers, etc.”

Justification;
Majority of the threats are identified by the EPP solution with its
signature based & signature less capabilities. EPP solution deploy/sends

Bidder to comply with GeM bid terms and conditions.

Requirements the file for malvare analysis on the sandboxing solution to take the final
verdict of the file weather it fs malware or a clean file. Sandboxing
salutions are used to understand the intention of the malware by
running in a honey pot environment rather than running in different OS.
Retjuest for change: We request bank to change the clause as betow:
“The solution should have inbuilt sandboxing solution and host virtual
machines of commonly used operating systems in the Bank. Sandbexing

ATC Advanced Threat Protection Solution solution must support custom fmages o'f Wmt.iuws & Andrfnd 05_,_etc. to

3 emulate actual endpoints used in Bank's environment, with ability to
45, The solution should have inbuilt sandboxing facility and host ) N - ”

Annexure-2 N N s customize operating system, configuration, drivers, etc,

Technical virtual machines of commonly used operating systems in the Bank,

147 . Sandboxing solutfon must suppart custom images including Windows, N N Bidder to comply with GeM bid terms and conditions.

Requirements LINUX, embedded 0S, etc. to emulate actual endpoints used in Bank's Justification:

! e . =nap Majority of the threats are identified by the EPP solution with its
. enviranment, with ability to customize operating system, . :

B. Technical onfiguration. drivers. language nreferences, ete. signature based & signature less capabilities. EPP solution deploy/sends

Requirements contig ' v 1anguage p B the file for malware analysis on the sandboxing solution to take the final
verdict of the file weather it is malware or a clean file. Sandboxing
solutions are Used to understand the intention of the malware by
running in a honey pot environment rather than running in different 05.
Request far change: We request bank to change the clause as below:
“The solution should have inbuilt sandboxing solution and host virtual
machines of commonly used operating systems in the Bank. Sandboxing

ATC Advanced Threat Protection Solution solution must suppert custom irflages n,f Wlm?ows & Android 08, etc. to

o3 emulate actual endpoints used in Bank’s environment, with ability to
45, The solution should have Inbuilt sandboxing facility and host . . M

Annexure-2 . customize operating system, configuration, drivers, ete,

Technical virtual machines of commonly used operating systems in the Bank.

143 Sandbaxing solution must support custom images including Windaws, Bidder to comply with GeM bid terms and conditians,

Requirements R . . |Justification:

LINUX, embedded 05, etc. to emulate actuat endpaints used in Bank's . s s
- . . Majority of the threats are identified by the EPP solution with its
. environment, with ability to customize operating system, . . .
B. Technical conflauration. drivers, langua ferances, ete signature based & signature less capabilities. EPP solution deploy/sends
Requirements 2 ! » ANZUAZE Preferences, eie. the fite for malware analysis on the sandboxing solution to take the final

verdict of the file weather it is malware or a clean file, Sandboxing
solutions are used to understand the intention of the malware by
running in a honey pot environment rather than running in different Q5.
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Request for change: We request bank to change the clause as below:
“The solution should have inbuilt sandboxing solution and host virtual
machines of commenly used operating systems in the Bank. Sandboxing

ATC Advanced Threat Protection Solution solution must support.custom irpages o.f quuws & Andrf:ld DST' etc. to
. . emulate actual endpoints used in Bank's environment, with ability to
45. The solution should have inbuilt sandboxing facility and host ) . "
Annexure-2 . . A customize operating system, cenfiguration, drivers, etc.
Technical virtual machines of commonly used operating systems in the Bank.
149 N Sandboxing solution must suppart custom images including Windows, . Bidder to comply with GeM bid terms and conditions.
Requirements LINUX, embedded O3, ete. to emulate actual endpoints used fn Bank’s Justification:
! e . AP Majority of the threats are identified by the EPP solution with its
environment, with ability to customize operating system, . .
B. Technical canfiguration, drivers, language preferances, etc signature based & signature less capabilities. EPP solution deplay/sends
Requirements g ! » 1anguage p e the file for malware analysis on the sandboxing solution to take the final
verdict of the file weather it is malware or a clean file. Sandboxing
solutfons are used to understand the intention of the malware by
running in a honey pot environment rather than running in different 0S,
ATC Advanced Threat Protection Solution
46. Sandboxing solution should be dedicated Appliance on-premise,
An -2 ferably with built hard fi . I N
nexfjre preferably with purpase built hardened operating system. Services Clarification: Can we consider Sandboxing solution as software/virtual
Technical and ports that are not required for ATP shall be disabled, The . e
150 ) N . appliances? or we need to consider only the hardware based appliance? (Bidder to comply with GeM bid terms and conditions.
Requirements sandboxing device should be able to securely analyze sample Please clarif
collected from endpaint locally in the on-premise device and should ¥
B. Technical not require to share the file samples/data to cloud/global network to
Requirements complete the malware analysis.
ATC Advanced Threat Protection Solution
46. Sandboxing solution should be dedicated Appliance on-premise,
Annex}:re-z preferably with purpose bui-lt hardened operating-system. Services Clarification: Can we consider Sandboxing solution as software/virtual
151 Technical and parts that are ot required for ATP shall be disabled. The appliances? or we need to consider only the hardware based appliance? |Bidder to comply with GeM bid terms and candition:
Requirements sandboxing device should be able to securely analyze sample Rp y 4 iy B Py 5

B. Technical

collected from endpaint (ocally in the on-premise device and should
not require to share the file samples/data te ¢loud/glabal network to

Please clarify.

Requirements complete the malware analysis.
ATC Advanced Threat Protection Solution
45. Sandbaxing solution should be dedicated Appliance on-premise,
Al - fi i i .
onexure-2 preferably with purpose bu1‘lt hardened operating sys tem. Services Clarification: Can we consider Sandboxing solution as software/virtual
Techuical and ports that are not required for ATP shall be disabled. The . . . -
152 3 appliances? or we need to consider only the hardware based appliance? |Bidder to comply with GeM bid terms and conditions.
Requirements sandboxing device should be able to securely analyze sample Please clarif
collected from endpoint locally in the an-premise device and should ease clortly
B. Technical not require to share the file samples/data to cloud/global network to
Requirements complete the malware analysis,
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153

ATC
Annexure-2
Technical

Requiremments

B, Technical

Advanced Threat Protection Solution

46, Sandboxing solution should be dedicated Appiiance on-premise,

preferably with purpose built hardened operating system. Services
and ports that are not required for ATP shall be disabled. The
sandboxing device should be able ta securely analyze sample

collected from endpoint locally in the on-premise device and should
not require to share the file samples/data to cloud/glabat network to

Clarification: Can we consider Sandbexing solution as software/virtual
appliances? or we need to consider only the hardware based appliance?
Please clarify.

Bidder to comply with GeM bid terms and conditions.

Requirements camplete the malware analysis.
ATC Request for remaval of this specification.
Annexure-2 Advanced Threat Protection Solution .. Justifications: Correlation of similar malicious events and incident
. 49. The salution should create an event for any activity on the
Technical . review is a EDR use cases. We understand this RFP is specific to EPP s
154 endpoint. The solution should correlate similar malicious events . Bidder to comply with GeMm bid terms and conditions,
Requirements . requirements, We also understand that bank is planning to release a
created acrass endpoints into an incident for review of the .
administrator. separate RFP for EDR requirements. Hence we request bank to consider
B. Technical ) to remave this specification. Also, as the proposed solution would be
Requirements integrated with SIEM, hence bank can run correlation at SIEM.
ATC
‘Th i
Annexure-2 Advanced Threat Protection Solution . Request the bank to modify the clause to “The solution should create an
. 49, The solution should create an event for any activity on the . .
Technicat . . - . event for any activity on the endpoint. The solution should able to . .~
153 . endpoint. The solution should correlate similar maticious events . . Bidder to comply with GeM bid terms and conditions.
Requirements . . provide the RCA of the activity perfromed by the threat within the
created across endpoints into an incident for review of the .
administrator. endpoint’
B, Technical )
Requirements
ATC
1
Anngxure-2 Advanced Thr:eat Protection Solution Request Bank to modify the clause to TThe solution should create an
49, The solution should create an event for any activity on the .
Technical . - event for any activity on the endpoint. The solution should able ta . . -
156 Requiremants endpoint. The solution should correlate similar malicious events rovide the RCA of the activity perfromed by the threat within the Bidder to comply with Gem bid terms and conditions.
q created across endpoints inte an incident for review of the zn dpoint” ¥ pe v
8. Technical administrator.
Requirements
ATC Request for remaval of this specification.
Annexure-1 Advanced Threat Protection Salution o Justifications: Correlation of similar malicious events and incident
49, The solution should create an event for any activity on the )
Technical N o revlew is a EDR use cases, We understand this RFP {s specific to EPP . cne
157 . endpoint. The salution should correlate similar malicious events L Bidder to comply with GeM bid terms and conditians.
Requirements requirements. We aiso understand that bank is planning to release a

B. Technical
Requirements

created across endpoints into an incident for review of the
administratar.

separate RFP for EDR requirements, Hence we request bank to consider
to remove this specification, Alsa, as the propesed solution woukd be
integrated with SEEM, hence bank can run correlation at SIEM,
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ATC Request for remaval of this specification.
Annexure-2 Advanced Threat Protection Solution o Justifications; Correlation of similar malicious events and incident
4%, The solution should create an event for any activity on the
Technical . . review is a EDR use cases. We understand this RFP is specific to EPP N
158 endpoint, The solutfon should carrelate similar malicious events N . Bidder to comply with GeM bid terms and conditians,
Requirements ereated across endpoints into an incident for review af the requirements, We alse understand that bank is planning to release a
administrator P separate RFP for EDR requirements. Hence we request bank to consider
B. Technical ' to remove this specification. Also, as the propased solution would be
Requirements integrated with SIEM, hence bank can run correlation at SIEM.
ATC Request for removal of this specification.
Annexure-2 Advanced Thr_eat Protection Solution N Justifications: Correlation of similar malicious events and incident
49, The solution should create an event far any activity on the N
Technical . - review is a EDR use cases. We understand this RFP is specific to EPP . -
159 . endpoint. The solution should correlate similar malicious events . . . Bidder to comply with GeM bid terms and conditicns.
Requirements . requirements. We also understand that bank is planning to release a
created across endpoints into an incident for review of the N
adminfstrator. separate RFP for EDR requirements. Hence we request bank to consider
B. Technical - to remove this specification, Also, as the proposed solution would be .
Requirements integrated with SIEM, hence bank can run correlation at SIEM.
ATC
N Advanced Threat Protection Solution Request for removal of this specification,
. 50. The solution shauld support containment activity {deletion of g 5 .
160 Techt-ucal malware, stopping/removat of services, etc.} of such identified Jusnﬁca.t fons: Containment isa EDR use cases. We understand this RFP Bidder to comply with GeM bid terms and conditions.
Requirements . . . - 1s specific to £PP requirements, We also understand that bank is
incidents across all the endpoints based on the criticality of the N
events planning to release a separate RFP for EDR requirements. Hence we
B. Technical ' request bank to consider to remove this specification,
Requirements
ATC
— Advanced Threat Protection Solution Request for removal of this specification,
50. The solution should support containment activity (deletion of e e . N
161 Techr.ﬂcal malware, stopping/removal of services, etc.) of such identified Justifications; Containment fs a EDR wse cases. We undarstand this RFP Bidder to comply with GeM bid terms and canditions,
Requirements . . 15 specific to EPP requirements. We also understand that bank {s
incidents across all the endpoints based on the criticality of the .
events planning to release a separate RFP for EDR requirements. Hence we
B. Technical " request bank to consider to remove this specification.
Requirements
ATC
nexures Advanced Threat Protection Solution Request for removal of this specification.
50. The solution should suppart containment activity {deletion of g, . .
162 Techr.\ical malware, stopping/removal of services, etc.) of such identified Justifications: Containment Is a EDR use cases. We understand this RFP Bidder to comply with GeM bid terms and conditions.
Requirements . Ts specific ta EPP requirements. We also understand that bank {s
incidents across all the endpoints based on the criticality of the
events planning to release a separate RFP for EDR requirements. Hence we
B. Technical ’ request bank to consider to remave this specification.
Requirements
ATC
- Advanced Threat Protection Salution Request for remaval of this specification.
143 |Technical ffglﬂf; osh::mr:': hﬂ".:ﬂi:i’f’ﬁ? s;::::;gln;i:t)a:ft :ﬁg. (132:1%}?:‘10[ Justifications: Containment is 2 EDR use cases. We understand this REP 1,110 1o comply with GeM bid terms and conditions
Requirements » Stopping PR fs specific ta EPP requirements. We also understand that bank is Py -

B, Technical
Requirements

incidents across atl the endpoints based an the criticality of the
events.,

planning to release a separate RFP for EDR requirements. Hence we
request bank to consider to remove this specification.
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ATC
fi f thi ffication,
Advanced Threat Pratection Solution Request for removal of this specification
$nn:xerz 31 ti Ol{" m:;h?l;:: b‘:f::l?nt?u?i;zﬂ:::a d:fl lt::\.:':alanalysu [: n the Justifications: Drill down analysis, extent of infection on other
1641 °C r.nca entire fengtn of intec < 2 ) W . ware, changes endpaints is a EDR use cases. We understand this RFP is specific to EPP |Bidder to comply with GeM bid terms and conditions,
Requirements made on the local endpoint, identification and action taken for s
. 3 ! requirements. We also understand that bank is planning to release a
termination of infection along with extent of infection on other
separate RFP for EDR requirements. Hence we request bank to consider
8. Technical endpoints.
N to remove this specification.
Requirements.
ATC Request for removal of this specification.
Advanced Threat Protection Solution
.?.n n:x;.lreli 51'ﬁim:ltio:hs:?l::.ebc:i::lfnzrul:;:wie: dﬁfllt:nwn ?na:ysls :nnth; Justifications: Drill down analysis, extent of infection on other
165 echnical entire feng . s .E" 1y of the malware, chang endpoints is a EDR use cases. We understand this RFP {s specific to EPP |Bidder to comply with GeM bid terms and conditions.
Requirements made on the local endpoint, identification and action taken for
N . requirements. We also understand that bank is planning to release a
termination of infection along with extent of infection on other |
. separate RFP for EDR requirements. Hence we request bank to consider
B. Technical endpoints. N
to remove this specification.
Requirements
ATC ) Request for removal of this specification. '
Advanced Threat Protection Solutfon :
#nn:xt.lrel-l 31 .ﬁfoltltlor:hsh?ghiell:i::l?nt?uzz:w:zta d:‘!lt:own ianalys[s :: n the Justifications: Drill down analysis, extent of infection on other
164 | ECnnica entire fength & N c_ g . ry e ma. ware, changes endpoints is a EDR use cases. We understand this RFP is specific to EPP [Bldder to comply with GeM bid terms and conditions.
Requirements made on the local endpoint, identification and action taken for .
. N y N N requirements. We also understand that bank {s planning to release a
termination of infection along with extent of infection on other
. separate RFP for EDR requirements. Hence we request bank to consider
B. Technical endpaoints.
L ta remove this specification,
Requirements
ATC Request for removal of this specification
Advanced Threat Protection Solution =q P )
#::;xyrel-z 5 ;.Sol:'lt'o:;h?{h: b:.abl? :;u?;:w::: d:fut::v:;‘::rii;:nth; Justifications: Drill down analysis, extent of infection on other
167 fnca Eentire length of Infection In g entry o ! 8 endpaints is a EDR use cases. We understand this RFP is specific to EPP |Bidder to comply with GeM bid terms and conditions.
Requirements made on the local endpoint, fdentification and action taken for N .
N 3 requirements. We also understand that bank is planning to release a
termination of infection along with extent of infection on other .
. separate RFP for EDR requirements, Hence we request bank to consider
B, Technicat endpoints.
" to remove this specification.
Requirements
Advanced Threat Protection Soluticn
ATC 52. The solution should suppert endpoint quarantine/ fsolation from
R t L af thi .
network after identification of malware and/or spread of infection to equest for remaval o s specification
Annexure-2 other endpoints and allow endpoint to connect to the network after Justifications: Quarantine/ isolation from network, remediation is a
Technical remediation by integration with the anti-virus platform. When : .
168 . N f EDR use cases. We understand this RFP is specific to EPP requirements. |Bidder to comply with GeM bid terms and conditions.
Requirements isolated, the endpoint should still be able to communicate to the
. We also understand that bank is planning to release a separate RFP for
central server and take pattemn/policy updates and also provide the N N
N . EDR requirements. Hence we request bank to consider to remave this
B. Technical capabitity such as running a coordinated command, scripd, or a file specification
Requirements from a network location for remediation or shutting down an endpoint pec .
ete.
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Advanced Threat Protection Solution

ATC 52. The solution should support endpoint quarantine/ isolation from  |Request Bank to modify the clause to "The solution should support
network after identification of matware and/or spread of infection to |endpoint quarantine/ isolation from network after identification of
Annexure-2 other endpoints and allow endpeint to connect to the network after  |malware and/or spread of infection to ather endpoints and allow
Technical remediation by integration with the anti-virus platform. When endpaint to connect to the network after remediation by integration N .
nditions,
169 Requirements isolated, the endpoint should still be able to communicate to the with the anti-virus platform, When isolated, the endpoint should still be Bidder to comply with GeM bid terms and conditions
central server and take pattem/policy updates and also provide the  |able to communicate to the central server and take pattern/policy
B. Technical capability such as running a coordinated command, script or a file updates and also provide the capability such as terminate process and
Requirements from a network location for remediation or shutting down an endpoint |isolate endpoint™
etc.
Advanced Threat Protection Solution
ATC 52. The solution should support endpoint quarantine/ iselation from pe gn
netwark after identification of malware and/or spread of infection to Request far removal of this specificatian.
:,:2::;’::['2 :::_‘ne;d?::’tzz‘;ts{::d ﬂ:;:ne\:izo:;::: :’ntc;::i:t :nttfhe ne::‘vht;r: after Justificatfons: Quarantines isolation from network, remediation is a
170 - ¥ eg ; plattorm. EDR use cases. We understand this RFP is specific to EPP requirements, |Bidder to comply with GeM bfd terms and conditions.
Requirements isolated, the endpaint should still be able to communicate to the .
s We also understand that bank s planning to release a separate RFP for
central server and take pattern/policy updates and also provide the
oy . g EDR requirements. Hence we request bank to consider to remove this
B. Technical capability such as running a coordinated command, script or a file epecification
Requirements from a netwoark location for remediation or shutting down an endpoint P ’
etc.
Advanced Threat Protection Solution
ATC 52. The soluticn should support, endpoint quarantine/ fsolation from  |Request the bank to modify the clause to "The solution should support
netwaork after identification of malware and/or spread of infection to |endpoint quarantine/ isolation from network after identification of
Annexure-2 other endpoints and allow endpoint to connect to the network after  |malware and/or spread of infection to other endpeints and allow
Technical remediation by integration with the anti-virus platform. When endpoint to connect ta the network after remediation by integration . B
id terms and conditions,
mn Requirements isolated, the endpoint shoutd still be able to communicate to the with the anti-wirus platform, When isolated, the endpoint should still be Bidder to comply with Ge# bid terms and conditions
central server and take pattern/policy updates and also provide the  |able to communicate to the central server and take pattern/policy
B. Technical capability such as running a coordinated command, script or a file updates and alse provide the capability such as terminate process and
Requirements from a network location for remediation or shutting down an endpoint |isolate endpoint®
etc.
Advanced Threat Protection Selution
ATC 52. The solution should support endpoint quarantine/ isolation from . .
network after identification of malware and/gr spread of infection to Request for removal of this specification.
5 dpoi
#:::::‘:lz ::neerd?:ﬂz:':ui::d E::S:ne:tiio::::’n:::iﬁt Et;:z‘e::"h:;k after Justifications: Quarantine/ isolation from network, remediation is a
172 4 eg . P . EDR use cases. We understand this RFP is specific to EPF requirements. |Bidder to comply with GeM bid terms and conditions.
Requirements isolated, the endpoint should still be able to communicate to the
We alse understand that bank is planning to release a separate RFP for
central server and take pattemn/palicy updates and also provide the .
. R . . EDR requirements, Hence we request bank to consider to remove this
B. Technical capability such as running a coordinated command, script or a file specification
Requirements from a network location for remediation or shutting down an endpoint P '

etc.
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Advanced Threat Protection Solution

ATC 52. The solution should support endpoint quarantine/ isclation from . e s
i f .
network after identification of malware and/cr spread of infection to Request for remaval of this specification
?nn:x f"'el.z otheerd?n::poi:ts.a:d allsw enizo::t to :o nr:ect :&he ne::r\;'ork after Justifications; Quarantine/ isolatfon from network, remedfation is a
173 ec r.nca .rem atian by in e_gra 1on wi © anthvirus platiomm., when EDR use cases. We understand this RFP is specific to EPP requirements. |Bidder to comply with GeM bid terms and conditions.
Requirements isolated, the endpoint should still be able to communicate to the N .
We also understand that bank is planning to release a separate RFP for
central server and take pattern/pelicy updates and also provide the
L . . N ! EDR requirements. Hence we request bank to consider to remove this
B. Technical capability such as running a coordinated command, script or a file specification
Requirements from a netwaork location for remedfatien er shutting down an endpoint P '
etc,
ATC Advanced Threat Protection Sotution Request for removal of this specification,
Annexure-2 56;;:i:::?_‘;:;::o‘idf;‘:pi;nei:z:ﬁaong l;f::jﬁt?;:::: :ll:';:ave Justifications: Instantaneous sweep/realtime search, threat hunting,
Technical ac © P - incident response, alert validation and triage, root cause analysis,

174 the capability of threat hunting, incident response, breach Bidder to comply with GeM bid terms and conditions.

Requirements reparation, alert vatldation and triage, root cause analysis, forensic forensic investigations and host isolation isa EDR use cases. We
prep ' . 12¢, VS, understand this RFP is specific to EPP requirements. We also understand
. investigatians and host isolation available as part of the on-premise
B. Technical duct. that bank fs planning to release a separate RFP for EDR requirements.
Requirements procuct. Hence we request bank to consider to remove this specificatton,
ATC Advanced Threat Protection Solution Request for removal of this specification.
Annexure-2 56. The soll.:tlon should support instantaneous sweep of endpaints Justifications: Instantaneous sweep/reattime search, threat hunting,
. acrass Bank's network for presence of K0Cs. The solution should have
Technical : incident respense, alert validation and triage, root cause analysis,

175 the capability of threat hunting, incident response, breach Bidder to comply with GeM bid terms and conditions.

Requirements . . |forensic investigations and host isclation is a EDR use cases. We

Ipreparation, alert validation and triage, roct cause analysis, forensic - . pn -

investigations and host isolation available as part of the on-premise understand this RFP i specific to EPP requirements. We also understand
B. Technical , oduci p P that bank fs planning to release a separate RFP for EDR requirements,
Requirements P ' Hence we request bank to consider to remaove this specification.

Ri fi f thi {fication,

ATC Advanced Threat Protection Solution equest for removal of this specification
Annexure-2 36. The solution should suppart instantanecus sweep of endpolnts Justifications: Instantaneous sweep/realtime search, threat hunting, -

Technical across Bank’s network for presence of 10Cs. The solution should have
176 . the capability of threat hunting, incident response, breach
Requirements . s aaat N
preparation, alert validation and triage, root cause analysis, farensic
investigations and host {solation available as part of the on-premise

incident respense, alert validation and triage, root cause analysis,
forensic investigations and host fsolation s a EDR use cases, We
understand this RFP is specific to EPP requirements. We also understand

Bidder to comply with GeM bid terms and conditions.

B. Technical roduct that bank is planning to release a separate RFP for EDR requirements.
Requirements p " Hence we request hank to consider to remove this specification.
R fi hi {ficatlon,
ATC Advanced Threat Protection Solution equest for removal of this specification
Annexure-2 36. The solu.:tion should suppart instantaneous swaep ‘.ﬂ endpoints Justifications: Instantaneous sweep/realtime search, threat hunting,
. across Bank's network for presence of |0Cs. The solution shoutd have
Technical incident respense, alert validation and triage, root cause anailysis,

177 Requirements the capability of threat hunting, incident response, breach
a preparation, alert validation and triage, root cause anatysis, forensic
investigations and host isolation avaitable as part of the on-premise

product.

forensic investigations and host isolation isa EDR use cases. We Bidder to comply with GeM bid terms and canditions.

understand this RFP is specific to EPP requirements, We also understand
that bank is planning to release a separate RFP for EDR requirements,
Hence we request bank to consider to remave this specification.

| B. Technical
Requirements
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Request for change: We request bank to change the clause as below:
“The propased solution should have scope to import the existing list of

ATC N A . "
! Advanced Threat Protection Solutfon 10Cs blocked in the current solution inta respective EPP modules. The GeM bid clause s medified as under;
Annexure-2 57. The proposed solution should have scope to import the existing "B. Technical Requirements:
: Technical list of 10Cs blocked in the current solution, There should not be any . . P . . 57. The proposed solution should have scope ta import the existing list
! 178 Requirements CAP on the number of 10Cs that can be blocked in the propesed Justification: Bulk upload of IPs, UR.IJ » Domains into the EPP solution of I0Cs blocked in the current solution. The solution should support
. causes lot of performance degradation on the endpoint as these 10C
| ) solution. The solun'o_n should support bulk wplead of 10Cs like 1Ps, infarmation will be added into the EPP modules. $o, it is recommended blocking of mlni_mum one lakh 10Cs. The solution sheuld support bulk
B, Technical hashes, URLs, Domains, etc. . . upload of 10Cs like IPs, hashes, URLs, Domains, ete.
Requirements ta block 1Ps on the perimeter firewall solution and URLs, Domains on the
Secure Web gateway solutions. However file hashes can be bulk
uploaded into the EPP solution.
ATC
Advanced Threat Protection Solution The GeM bid clause is modified as under:
Annexure-2 57. The praposed solution should have scope to impart the existing Adding 10Cs to endpoint s like adding more signatures and increase the |"B, Technical Requirements:
179 Technical list of 10Cs blocked in the current solutfon. There should not be any  |performance overheads for endpoint agent. It is recommended to setup |57, The proposed solution should have scope ta fimport the existing list .
Requirements CAP on the number of 10Cs that can be blocked in the proposed a process to validate the coverage and add K0C's which is not cavered by [of 10Cs blocked in the current solution, The solution should support
salution. The solution should support, bulk upload of 10Cs [ike IPs, endpoint security. Adding unlimted 10C's are not recommended. blocking of minimurm one lakh 10Cs. The solution should support bulk
B. Technical hashes, URLs, Domains, etc. upload of I0Cs like IPs, hashes, URLs, Domains, etc.”
Requirements
Request for change: We request bank to change the clause as below:
aTC “The proposed solution should ha_ve scope to impton. the existing l'i.st of
Advanced Threat Protection Solution I0Cs blocked in the current solution into respective EPP modules, The GeM bid clause is modified as under:
Annexure-2 57. The propesed solution should have scope to import the existing "B. Technical Requirements:
Technical list of IOCs blocked in the current solution. There should not be any . B . 57. The propased solution shoutd have scope to impart the existing List
180 Requirements CAP on the number of 10Cs that can be blocked in the proposed Justification: Bulk upload of IPs, URLS, Domains into the EPP solution of 10Cs blocked in the current solution, The solution should support

B. Technical

solution. The solution should support bulk upload of 10Cs like IPs,
hashes, URLs, Domains, etc.

causes lot of performance degradation on the endpoint as these 10C
infarmation will be added into the EPP modules. So, It is recommended
to block [Ps on the perimeter firewall solution and URLs, Domains on the

blocking of minimum one lakh 10Cs, The solution should support bulk
upload of 1OCs like IPs, hashes, URLs, Domains, etc.”

Requirements Secure Web gateway solutions. However file hashes can be bulk
uploaded into the EPP solution.
ATC
Advanced Threat Protection Solution The GeM bid clause is modified as under:
Anhexure-2 57. The proposed solution should have scope to import the existing Request Bank to modify the clause to "The proposed solution should "B, Technical Requirements:
181 Technical list of 10Cs blocked in the current solution, There should not be any  [have scope to import the existing list of I0Cs blocked in the current 57. The proposed solution should have scope to import the existing list
Requirements CAP on the number of 10Cs that can be blocked in the proposed solution, The solution should support bulk upload of I0Cs like IPs, of I0Cs Hocked in the current solution. The solution should support
solutfon. The solutien should suppeit bulk upload of IDCs tike IPs, hashes, URLs, Domains, etc” blocking of minimum one lakh I0Cs. The solution should support bulk
B. Technical hashes, URLs, Domains, etc, upload of 10Cs like iPs, hashes, URLs, Domains, ete,”
Requirements
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Request for change: We request bank to change the clause as below:
“The proposed sotution should have scope to import the existing list of

ATC »
Advanced Threat, Pratection Solution 10Cs blocked in the current solution fnta respective EPP modules. The GeM bid clause is modified as under:
Anhexure-2 57, The propased solution should have scope to import the existing "B, Technical Requirements:
Technical list of 1GCs blocked in the current solution. There should not be any . s . 57. The propesed solution should have scope to import the existing list
182 Requirements CAP on the number of I0Cs that can be blocked in the proposed i:it:;:cla: tm:f' B:r;t;ﬁ;aci:{er; dt;.?;:r,l S:T:;n;rllgt:i:r‘.ea:i:;::t:gzn of 10Cs blocked In the current solutfon, The solution should support
solution. The solution shauld support bulk uptoad of 1QCs like [Ps, saformation v:il[ be addod inte the EPP modules SL:} it is recommended blocking of minimum one lakh 10Cs. The solution should suppart bulk
B, Technical hashes, URLs, Domains, etc. e upload of I0Cs like IPs, hashes, URLs, Domaing, ete.”
Requlrements to block 1Ps on the perimeter firewall solution and URLS, Domaing o the
e Secure Web pateway solutions. However file hashes can be bulk
uploaded into the EPP solution.
ATC
Advanced Threat Protection Solution The GeM bid clause is modified as under:
Annexure-2 57, The praposed selution should have scope to import the existing Request the bank ta modify the clause to "The proposed solution should |"B, Technical Requirements:
18 Technical list of 10Cs blocked in the current solution. There should not be any  ]have scope to impart the existing list of [0Cs blocked in the current §7. The propesed sotution should have scope to import the existing list
Requirements CAP an the number of 10Cs that can be blocked in the proposed solution. The solution should support bulk upload of I0Cs like IPs, of 10Cs blocked in the current solution. The solution should sunport

B. Technical

solution. The solution shoutd support bulk upload of I0Cs like IPs,
hashes, URLs, Domalns, ete,

hashes, URLs, Domains, etc”

blocking of minimum one lakh 10Cs. The solution should support butk
upload of JOCs like IPs, hashes, URLs, Demaing, ete,”

Requirements
Request for change: We request bank to change the clause as befow:
ATC “The proposed solution should have scope to import the existing list of
Advanced Threat Protection Selution 10Cs blocked in the current solution into respective EPP madules. The GeM bid clause is modified as under;
Annexure-2 57. The proposed solution should have scope to import the existing "B. Technical Requirements:
Technical list of IQCs blocked in the current selution. There should nat be any 3 . . . 57. The proposed solution should have scope to import the existing list
i : k d of [Ps, N . . :
134 Requirements CAP on the number of 10Cs that ¢an be blocked in the proposed Justification: Bulk upload of [Ps U.RLS Pomains lnto_t.he EPP solution of 10Cs blocked in the current sofution, The solution shoutd support
s . causes lot of performance degradation on the endpoint as these 10C
solution. The soluticn should support butk upload of 10Cs tike IPs, . . . . btocking of minimum one lakh 10Cs. The solution should support bulk
. N information will be added into the EPP modules. So, It is recommendad " . .
B. Technical hashes, URLs, Domains, etc. 3 . upload of 10Cs like IPs, hashes, URLs, Domains, etc.
Requirements to block IPs on the perimater firewall solution and URLs, Domains on the
=q Secure Web gateway solutions. However file ‘hashes can be bulk
uploaded into the EPP solution.
ATC
Annexure-2 Advanced Threat Protection Solution Clarifications; Is bank looking to integrate EPP solution with bank's
Technical N existing threat intelligence portal/platform solution. If yes, Please share |The proposed solution should integrate with proposed OEM's threat
185 . 60. Solution should be able to integrate with threat intelligence portal . . - s . N
Requirements the details. Most of the vendars, like us, have inbuilt threat intelligence |intelligence.
for further investigation, understanding and remediation of an attack. ,
which is used for detection and prevention.
B. Technical
Requirements
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186

ATC
Annexure-2
Technical
Requirements

B. Technical

Advanced Threat Protection Salution
60, Solution should be able to integrate with threat intelligence portal
far further investigation, understanding and remediation of an attack.

Clarifications: Is bank looking to integrate EPP solution with bank’s
existing threat intelligence portal/platform solution, If yes, Please share
the details, Most of the vendors, like us, have inbuilt threat intelligence
which s used for detection and prevention,

The proposed solution should integrate with proposed OEM's threat
intelligence.

Requirements
ATC
Annexure-2 Clarifications: Is bank looking to integrate EPP solution with bank’s
Technical Advanceq Threat Protection So.lur.lon . . . existing threat intelligence portal/platform solution. If yes, Please share |The proposed solution should integrate with proposed OEM's threat
187 N 60. Solution should be able to integrate with threat intelligence portal . . oo . . s
Reguirements . ) the details. Mast of the vendors, like us, have inbuilt threat intelligence |intelligence.
for further investigation, understanding and remediation of an attack. N . .
which is used far detection and prevention.
B. Technical
Requirements
ATC
Annexure-2 Advanced Threat Protection Solution Clarifications: [s bank locking to integrate EPP solution with bank’s
Technical . . . P . existing threat intelligence partal/platform solution. If yes, Please share |The proposed solution should integrate with proposed OEM's threat
188 . 60. Selution should be able to integrate with threat intelligence portal . . . ) ) P
Requirements . . ) . the details. Most of the vendors, like us, have inbuilt threat intelligence |intelligence
for further investigation, understanding and remediation of an attack. . . -
which is used for detection and prevention.
B, Technical
Requirements
ATC
Advanced Threat Protection Solution fequest for Change: We request bank to change the clause as below:
Annexure-2 ) . " Solution must be capable of performing multiple file format analysis
61. Sclution must be capable of performing multiple file format .
Technical N s s which includes but nat limited to the following: Microsoft objects, pdf, |, . . "
189 Requirements analysis which includes but not limited to the following: LNK, exe files, compressed files, .swf, .Jpg, .dll Jar, ete.” Bidder to comply with Gem bid terms and conditions.
Microsoft objects, pdf, exe files, compressed files, .chm, .swf, .jpg, ' P » <SWE g, L, LSYS, Jar, e
. .dl, .sys, .jar, etc, g s . .
B. Technical Justification: We support lot other file extensions that are not
Requirements mentiened in the clause. Please consider to change the clause,
ATC
advanced Threat Protection Solution Eequest for Change: We request bank to change the:- clause as below:
Annexure-2 'Solution must be capable of performing multiple file format analysis
N 41. Solution must be capable of performing muttiple file format . .. N .
Technical . frs o . which includes but not limited to the following: Microsoft objects, pdf, | .. . . .
190 Requirements anatysis which includes but not limited to the following: LNK, exe files, tomprassed files, .swf ipg, L, .8y, Jar, ete, Bidder to comply with GeM bid terms and conditions.
Microsoft objects, pdf, exe files, compressed files, .chm, .swf, .jpg, ! PR Ry e TR AT
B. Technical dll, sys, Jar, etc. Justification: We support lot other file extensions that are not
Requirements mentioned in the clause. Please consider to change the clause,
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ATC
Advanced Threat Protection Solution Eequest far Change: We request bank to change tht? clause as below:
Annexure-2 . Solution must be capable of performing multiple file format analysis
Technical 61. Solution must be capable of performing multiple file format which includes but not limited to the following: Microsoft objects, pdf,
19 Requlfements analysis which inctudes but not limited to the following: LNK, exe files, compressed files, .swf, .j dll sg' jar, ete.” ' ' |Bidder to comply with GeM bid terms and conditions,
%4 Microsoft objects, pdf, exe files, compressed files, .chm, .swf, .jpg, ' P s -SWl, -1p8. L, 5y, Jar, elc.
8. Technical il .5ys, .jar, etc. Justification; We support lot other file extensions that are not
Requirements mentioned in the clause. Please consider to change the clause.
ATC
Advanced Threat Protection Solution Eeque?t for Change: We request bank to change tht? clause as below:
Ammexure-2 Solution must be capable of performing multiple file format analysfs
61, Solutlan must be capable of performing multiple file format :
Technical . . h {which Includes but not limited to the following: Microsoft objects, pdf, .. "
192 . analysis which Includes but not limited to the following: LNK, p " Bidder to comply with GeM bid terms and conditions.
Requirements exe files, compressed files, .swf, .ipg, .dll, .5ys, .jar, etc,

B. Technical

Microsoft objects, pdf, exe files, compressed files, .chm, .swf, .jpg,
All, Lsys, jar, ete,

Justification: We support lot other file extensions that are not

Requirements mentioned in the clause. Please consider to change the clause.
Request for change: We request bank ta change the clause as below:
ATC “The Proposed solution should have capability to detect and stop
attacker behavior within the networl like hash dumping, Hash
Afhexure-2 Advanced Threat Protection Solution validation, DN5 queries to suspicious or known C&C Servers, etc.”
Technical 62. The Proposed solution should have capability to detect and stop o )
193 Requirements attacker behavior within the network like hash dumping, Hash Justification: EPP solutions identify any data exfiltration by the attacker |Bidder to comply with GeM bid terms and conditions.

B. Technical

Validation, Data Extraction from Database servers, DNS queries to -
suspicious or known CRC Servers, etc.,

but wilk not identify the data type if it"s a classified or non classified
information since it's a DLP solution functionality. Data Extraction from
Database servers is a Database Activity Monitaring solution functfonality

Requirements and its not an inherent feature or capability of a EPP solution as the
modules will not manitor the databases.
Request for change: We request bank to change the clause as betow:

ATC “The Propoesed solution should have capability ta detect and stop
attacker behavior within the network like hash dumping, Hash

Advanced Threat Protection Soluticn validation, DNS queries to suspicious or known C&C Servers, etc.”
Annexure-2 . :
Technical 62. The Proposed solution should have capability to d.etect and stop o ) ]
194 Requirements attacker behavior within the network [ike hash dumping, Hash Justification: EPP solutions identify any data exfiltration by the attacker {Bidder to comply with GeM bid terms and conditions.

B. Technical
Requirements

Validation, Data Extraction from Database servers, DN5 queries to
suspicious or known C&C Servers, etc..

but will not identify the data type if it's a classified or non classified
information since it's a DLP solution functionality. Data Extraction from

Database servers is a Database Activity Monitoring solution functionality |.

and its not an inherent feature or capability of a EPP solution as the
modules will not monitor the databases.
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Request for change: We request bank to change the clause as below:
“The Propesed sclution should have capability to detect and stop

ATC attacker behavior within the network like hash dumping, Hash
Advanced Threat Protection Solution |validation, DNS queries to suspicious or known C&C Servers, etc.”
Annexure-2 N e,
Technical 62. The Proposed solution should have capability to detect and stop
195 Requirements attacker behavior within the netwark like hash dumping, Hash Justification: EPP solutions identify any data exfiltration by the attacker |Bidder to comply with GeM bid terms and conditiens.
validation, Data Extraction from Database servers, DNS queries to but wilt not {dentify the data type if it's a classified or non classified
. suspicious or known C&C Servers, etc,. information stnce it's a DLP solution functionality. Data Extraction from
B. Technical s o P P
Requirements Database servers is a Database Activity Monitoring solution functicnality
and Its not an Inherent feature or capability of a EPP solution as the
modules will not monitor the databases.
Request for change: We request bank to change the claurse as below:
ATC “The Proposed solutfon should have capability to detect and stop
attacker behavior within the network like hash dumping, Hash
Annexura-2 Advanced Threat Protection Solution Validation, DNS querfes to suspicious or known C&C Servers, etc.”
Technical 62. The Proposed solution should have capability to detect and stop
196 Requirements attacker behavior within the netwark like hash dumping, Hash Justification: EPP solutions identify any data exfiltration by the attackerBidder ta comply with GeM bid terms and conditions.
Validation, Data Extraction from Database servers, DNS queries to but will not identify the data type if it's a classified or non classified
B. Technical suspicious or known C&C Servers, etc.. information since it's a DLP solution functionality. Data Extraction from
Requirements Database servers fs a Dratabase Activity Monftoring selution functionality
and its not an inherent feature or capability of a EPP solution as the
modules will not monitor the databases.
ATC
Annexure-2 Advanced Threat Prntef:tion Solution
Technical 66. The proposed selution should have scope to Tmport the exfsting  |Request. Bank to modify the clause to "The proposed solution should
197 Requirements list of 10Cs blocked in the current solution. There should not be any  |have scope to import the existing list of 10Cs blocked in the current The GeM bid clause stands deleted.
CAP on the number of 10Cs that can be blacked in the proposed salution.”
-~ |B. Technizal sotution.
Requirements
ATC
Annexure-2 Advanced Threat Prote_ction Solution
Technical 66. The propesed solution should have scope to import the existing Request the bank to modiiy the clause to "The proposed solution should
198 Requirements list of 10Cs blocked in the current solution. There should not be any  {have scope to import the existing list of 10Cs blocked in the current The GeM bid clause stands deleted.
CAP on the number of 10Cs that ¢can be blocked in the proposed solutien.”
B. Technical solution.
Requirements
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ATC
:f“":::‘::l'z Anplication Whitelisting: Application lnventory and Whitelisting atong with reputation based
199 ec pp g blocking of apps can be done with hybrid deployement. Can. We propase|The complete solution should be implemented on-premises
Retjuirements Point No 67-88
On-prem and cloud compenents for addressing the compliance.
B. Technical
Requirements
- . ftelisti

Application Whitelisting Eﬂ;ﬁ:‘;:::nzz ]:r;z:]i;fy the clause to” Solution provided for Whitelisting

68. Solution provided fnr. Whlitelisting of Applications should: a. Collect Software Application Inventory from the endpofnts upon

a, Collect Software Application Inventory from the endpaints upon installation

installation. e

b. Provide Software Application repository so collected to the Bank as b. Pravide Softfvare Application repository sa cellected to the Bank as
ATC and when required,

and when required. .

. . ¢. Solution should be capable to clearly provide a report or logs

€. Solution should be capable to clearly provide a report
Annexure-2 X . of Allowed as well as Disallowed Applications with scope of

of Allowed as well as Disallowed Applications with scope of . N

200 Technical customization including timestamping, user details etc customization including timestamping, user details etc. Bidder to comply with GeM bid terms and condfitions

Reguirements s ping, ' d. Solution should be capable to provide a report or export the logs of Pl '

B. Technical

d. Solution should be capable to provide a repert of logs of access of
blacklisted applications/ application versions.
e. All such apptication whitelisting/blacklisting is to be carried out on

access of blacklisted applications/ application versions.
e. All such application whitelisting/blacklisting is to be carried out on

Requirements the Software repository collected from ali endpolnts across the Bank. the Software repaository collected from all endpoints across the Bank or
3 3 . ! ) based on the logs detected

f. Allowing/ Disallowing of Entire applications (files, subfiles, D{Ls} - . . . o apr

and linked Services and Process upsh identification has to happen f. Allowing/ Disallowing of Entire applications {files, subfiles, DLLs) and

based on ¢ er:;cm hic P PP linked Services and Process upon identification has to happen based on

hashes marﬁgtorgilyp cryptographic

) hashes mandatorily,”
Application Whitelisting Reques't the bank to modify the cla-use to" Solution provided for
N e gs . whitelisting of Applications should:
68. Solution provided for Whitelisting of Applications should: o :
A . a, Coflect Software Application Inventory from the endpoints upon
a. Collect Software Application Inventory from the endpoints upon instatlation
installation. -
: . P

b, Provide Software Application repesitory so collected to the Bank as b. Provide Software Application repositary so callected to the Bank as
ATC and when required,

and when required.

B . c. Sotution should be capable to clearly provide a repart or logs

c. Solution should be capable to clearly provide a report .
Annexure-2 . of Allowed as well as Disallowed Applications with scope of

of Allowed as well as Disallowed Applications with scope of o e A
Technical . . customization including timestamping, tser details ete,

201 customization including timestamping, user details etc. Bidder to comply with GeM bid terms and conditions.

Requirements d. Solution should be eapable to provide a report or export the logs of

d. Solution should be capable to provide a repart of logs of access of .

N ) access of blacklisted applications/ application versfons.
. blacklisted applications/ applicatien versions, .

B. Technical e. All strch anplication whitelisting/blacklisting is ta be carred out on e. All such application whitelisting/blacklisting is to be carried out on
Requirements " P 1sting 2 tha Software repository collected from all endpoints across the Bank or

the Software repositery coliected from all endpoints across the Bank.
f. Allowing/ Disallowing of Entire applications {files, subfiles, DLLs)
and linked Services and Process upon identification has to happen
based on cryptographic

hashes mandatorily.

based on the logs detected

f. Allowing/ Disallowing of Entire applications {files, subfiles, DLLs) and
linked Services and Process upen identification has to happen based on
cryptographic

hashes mandatorily.”
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+

202

ATC
Annexure-2
Technical
Requirements

B. Technical

Application Whitelisting

74. Software Applications Inventory collected through the agents
installed on endpaints should be comprehensive enough ta ascertain
which applications are presently running in the Bank along with
versions, date of installation, metering, logs of access/block.

Request for change: We request bank to change the clause as below:
"Software Applications Inventory collected through the agents installed
on endpoints should be comprehensive enough to ascertain which
applications are presently running in the Bank along with versions, date
of installation, logs of access/block.”

Bidder to comply with GeM bid terms and conditions.

Requirements
ATC
Annexure-2 Application Whitelisting Request for change: We request bank to change the clause as below:
Technical 74. Software Applications Inventory collected through the agents “Software Applications Inventory collected through the agents installed
203 Requirements installed on endpoints sheuld be comprehensive enough to ascertain  |on endpoints should be comprehensive enough to ascertain which Bidder to comply with GeM bid terms and conditfons.
< which applicatians are presently running in the Bank along with applications are presently running in the Bank along with versions, date
. versians, date of instatlation, metering, logs of access/block. of Installation, logs of access/black.”
B. Technical
Requirements
ATC
Annexure-2 Application Whitelisting Request for change: We request bank to change the clause as below:
Technical 74. Software Applications Inventory collected through the agents “Software Applications Inventory collected through the agents installed
204 Reauirements installed on endpoints shoutld be comprehensive encugh to ascertain  {on endpoints should be comprehensive encugh to ascertain which Bidder to comply with GeM bid terms and conditions.
g which applications are presently running in the Bank along with applications are presently running in the Bank along with versions, date
. versions, date of installation, metering, logs of access/block, of installation, logs of access/block.”
B. Technical
Requirements
ATC
Annexure-2 Application Whitelisting Request for change: We request bank to change the clause as below:
Technical 74, Software Applications Inventory collected through the agents “software Applications Inventary coliected through the agents installed
205 X , installed on endpaints should be comprehensive encugh to ascertaln  |on endpoints should be comprehensive enough ta ascertain which Bidder to comply with GeM bid terms and conditions.
Requirements . L. : -
which applications are presently running in the Bank along with applications are presently running In the Bank along with versions, date
. versions, date of installation, metering, logs of access/black. of installation, logs of access/block.”
B. Technical
Requirements
ATC
Application Whitelisting N -
tmenre 7 o ey colcied o o g ol on (5L S0 o s o Ao o ey
206 Requlfements endpoints should also capture Endpoint Information like: 1P Address, Info gation liie‘ 1P Address. Com upter Name, MAC P P Bidder to comply with Gem bid terms and conditions.
= Computer Name, MAC Address, OS Version, Processot Type, RAM, HDD Ad d::ss" ' ' P !
B. Technical ete.
Requirements
ATC
Application Whitelisting - N
Annexl:lre-z 75, Application Inventory collected through the agents installed an Request the bank to remove this ¢lause to "Application Inventory
Technical . collected through the agents installed on endpeints should alse capture | . . .
07 endpoints should also capture Endpoint Information like: IP Address, . Bidder to comply with GeM bid terms and conditions.
Requirements Endpoint Information llke; 1P Address, Computer Name, MAC
Computer Name, MAC Address, OS Version, Processor Type, RAM, HDD Address”
B, Technical etc-
Reguirements
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ATC
Annexure-2 Apptication whitelisting Request Bank to madify the clause to "The selution shoutd allow to
208 Technical 79. The solution should allow -to whltehft applications based on the  |whitelist applications based on the manufacturer, p.ubllsher, verslon, file Bidder to comply with Gew bid terms and conditions.
Requirements file type, manufacturer, publisher, version, file name, path, hash name, path, hash value, et¢. by maintaining extensive application
value, etc. by maintaining extensive application catalog. catalog.”
B. Technical
Requirements
ATC
Annexure-2 Application Whitelisting Request the Bank to modify the clause to "The solution should allow to
Technical 79, The solution should allow te whitelist applications based on the  |whitelist applications based on the manufacturer, publisher, version, file
209 Requirements fite type, manufacturer, publisher, version, fite name, path, hash name, path, hash value, etc. by maintaining extensive application Bidder to comply with GeM bid terms and conditfons.
value, ete, by maintaining extensive application catalog. catalog.”
B. Technical
Requirements
ATC
Annexure-2 Application Whitelisting Request the bank to modify the clause to “ The solution should able to
Technical 83, The solution should able to provide custom reports clearly showing|provide custom reports or export logs clearly showing the details of
210 Requirements the details of approved applications, blocked applications, policies, |approved applications, blecked applications, policies, audit logs, Bidder to comply with GeM bid terms and conditions.
q en audit logs, system details alang with full software repository system details along with full software reposttory whenever required by
Bank. 7
8. Technical whenever required by the Banl the Bank
Requirements
ATC
Annexure-2 Application Whitelisting Request Bank to madify the clause to ™ The solution should able to
Tec:nh:r:l 3. The solution should able to pravide custom repests clearly showing|provide custom reperts or export logs clearly shawing the details of
m Requirements the details of approved applications, blocked applications, policies, |approved applications, blocked appli“cations, policies, audit logs, Bidder to comply with GeM bid terms and conditions.
audit logs, system datails along with full saftware repesitory system details along with full software repasitory whenever required by
B. Technical whenever required by the Bank. the Bank.
Requirements
ATC
Annexure-2 Application Whitellsting
212 Technical 85. Solution should have capability ta set up approval workflow for No aue
Requirements permitting exceptions for specific applications based on uset query
request/approvals.
B. Technical
Requirements
ATC
Annexr:lre-z Appllcah?n Whitelisting - Request Bank to moHify the clause to "Solution should have capability to
Technical 85. Solution should have capability ta set up approval workflow Tor N y RN .
213 . . . f . allow the administratar to approve or deny specific applications based  |Bidder to comply with GeM bid terms and conditions.
Requirements permitting exceptions for specific applications based on user -
on user request from the fogs detected,
request/approvals.
B. Technical
Requirements R
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ATC
Annexflre-z Application Whitelisting Request the bank to madify the clause to "Solution should have
Technical 85. Selution should have capability to set up approval workflow for o ies .
214 ) capability to allow the administrator to approve or deny specific Bidder to comply with GeM bid terms and conditions.
Requirements permitting exceptions for specific appiications based on user R n
applications based on user request from the logs detected.
request/approvals.
B. Technical
Requirements
ATC
Application Whitelisting N
Annexf.lre 1 87, The Solution should be capable to provide daily/weekly/monthly Reql{est Ba.nk to modify the clause to "The Solution should b‘.! ca!aable to
Technical N - provide daily/weekly/monthly status reports or logs of applications duly . .
215 Redquirermants status reparts of applications duly mentioning the status of mentioning the status of applications as allawed or Bidder to comply with Gem bid terms and conditions.
q =N applications as allowed or blocked, Id used to block/atlow blocked £ appiic
B. Technical applications, Endpoint Application inventory Status ete,
Requirements
ATC
Anhexure-2 Application Whitelisting Request the bank to modify the clause to "The Solution should be
87. The Solution should be capabte to provide daily/weekly/monthly q ¥ e vttt £ -
‘Technical o ars .. capable to provide daily/weekly/monthly status reports or logs of .
216 status reports of applications duly mentioning the status of N o ow Bidder to comply with GeM bid terms and conditions.
Requirements e e applications duly mentioning the status of applications as allowed or
applications as allowed or blocked, Id used to block/allaw hlocked
B. Technical applications, Endpoint Application Inventory Status ete,
Requirements -
"Make in India” praduct based companies are either not there in India
which are "Enterprise grade™and if at all there, mostly bom in other
countries and spread their operations to India to gain cost advantage, In
¢) Whether eligible for Purchase Preference linked with Local Content a wa.y t:hey are not *Make in india"We at Trend Micro will not be
ATC . . . qualifying to this initiative in its true Intent and hence request bank to
under Public Procurement (Preference to Make in India) Order 2017, X .
. relax/delete this clause. This clause 1s looked at by Other leading PSU . .
217 and Notifications Issued thereafter? ) N . . Bidder to comply with GeM bid terms and conditions.
Annexure-3 (Proof of certificate as applicable as per GeM bid format) banks in India for their Cyber Security needs, however they found its not
Bidder's Profile PP P viable Criteria to be mentioned since bank will loose out most of the
{leading Cyber Security Vendors inctuding Trend Micro in End point
Security Domain. After which they remove this criterfa. We feal vendors
who qualify also aren’t compliant to the spirit of the declaration “Make
in India®
“Make in India” preduct based companies are either not there in India
which are "Enterprise grade™and if at all there, mostly borm in other
countries and spread their operations to India to gafn cost advantage. In
2) Whether eligible for Purchase Preference linked with Local Content 2 2 theY are not “Make fn India"We at Trend Micro will not be
ATC qualifying to this initfative in its true [ntent and hence request bank to
under Public Procurement (Preference to Make in India) Order 2017, N .
relax/delete this clause. This clause is [ooked at by Other leading P5U . rs
218 and Natifications issued thereafter? . ) . N Bidder to comply with GeM bid terms and conditions.
Annexure-3 (Proat of certificate as applicable as per Gem bid format) banks in India for their Cyber Security needs, however they found its not
Bidder’s Profile PP P viable Criteria to be mentioned since bank will loase out mast of the

leading Cyber Security Vendars including Trend Micro in End point
Security Domain. After which they remove this criteria, We feel vendors
who qualify also aren’t compliant to the spirit of the declaration “Make
in India"
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219

General Query

We propose the following clause to replace the current clause
"NOTWITHSTANDING ANY OTHER PROVISION HEREQF, NEITHER PARTY
SHALL BE LIABLE FOR (A} ANY INDIRECT, INCIDENTAL, SPECIAL,
CONSEQUENTIAL, EXEMPLARY OR PUNITIVE DAMAGES OR (B} ANY
DAMAGES FOR LOST PROFITS, LOST REVENUES, LOSS OF GOODWILL, LOSS
QOF ANTICIPATED SAVINGS, LOSS OF CUSTOMERS, LOSS OF DATA,
INTERFERENCE WITH BUSINESS OR COST OF PURCHASING REPEACEMENT
SERVICES, ARISING OUT OF THE PERFORMANCE OR FAILURE TO PERFORM
UNDER THIS AGREEMENT, WHETHER OR MOT CAUSED BY THE ACTS OR
QMISSIONS OR NEGLIGENCE (INCLUDING GRO5S NEGLIGENCE OR WILLFUL
MISCONDUCT) OF ITS EMPLOYEES OR AGENTS, AND REGARDLESS OF
WHETHER SUCH PARTY HAS BEEN INFORMED OF THE POSSIBILITY OR
LIKELIHOQB OF SUCH DAMAGES. IN NO EVENT BIDDER SHALL BE LIABLE
IN AN AMOUNT THAT EXCEEDS, IN THE AGGREGATE FOR ALL SUCH
LIABILITIES, THE MOST RECENT TWELVE {12) MONTHS OF CHARGES
COLLECTED BY BIDDER FROM THE CUSTOMER PURSUANT TO THE
APPLICABLE PURCHASE ORDER GIVING RISE TO THE LIABILITY., -

Bidder to comply with GeM bid terms and conditions.

Clarification: Please share the no of samples per day/hour expected to

220 (General Query General Query size the sandboxing salution, Details will be shared with selected bidder
Clarification: Can we propose management server as software/virtual  |Management server ¢an be on physical server or as virtual machine
221 |General Query General Quety appliances? or Bank is [coking for any preference on hardware? If yves. whichever the bidder provides. The architecture and server sizing should
Please clarify. be vetted by proposed OEM.
Clarification: Please share us the branch with no of user & endpoint
227 |General Query General Query details? This will help us in sizing the hardware and required Details will be shared with selected bidder
compeonents.
223 |General Query General Query Clarification: Please share the noe of samples per day/hour expected to Details will be shared with selected bidder
size the sandboxing solution,
Clarification: Can we propose management server as software/virtual  |Management server can be on physical server or as virtual machine
224 |General Query General Query appliances? or Bank 15 looking for any preference on hardware? If yes. whichever the bidder provides. The architecture and server sizing should
Please clarify. be vetted by proposed OEM
Clarification: Please share us the branch with no of user & endpoint
225 |General Guery General Query |details? This will help us in sizing the hardware and required Details will be shared with selected bidder
components.
We propose to include Total liability of the Bidder shall be limited to
the amount of money actually received. Neither Party shall be liable to
226 |General Query General Query the other Party for loss of profit, loss of any contract or for any indirect |Bidder to compty with GeM bid terms and conditions,
or consequential loss or damage which may be suffered by the other
Party regarding this Tender.
227 |General Query  |General Guery Request the bank ta make T1/L1 bid as it fs a general practice in a Bidder to comply with GeM bd terms and conditions.
larger RFP of a similar sizes .
Request the bank to differentiate between the mandatory and
228 |General Query General Query desireable polnts and there by adopting minimum criterfa points to cleari8idder to comply with GeM bid terms and conditions.
the technical evulation,
229 [General Query General Query Request the bank to kindly consider minimum 70% of advace payment Bidder to comply with GeM bid terms and conditions.

for both Hardware and software against the delivery
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Request the bank to have a seperate staging setup, because as and when
new patches, versions ,upgrades, migration activites can be first rolled
230 |General Query General Query in the staging setup and then can be put an to the production and can Bank has asked bidder to provide UAT setup for this purpose
be stabilized .
Request the bank to consider bidder / OEM for making provision for . . . -
231 |General Query General Query other Indian emerging SI's also to take part in the REP, Bidder to comply with GeM bid terms and conditions.
Request bank to give us a clarity Can best of the bread OEM work . . ..
d .
232 [General Query General Query together to address the bank requirement. Bidder to comply with GeM bid terms and conditions
Bidder requires hands and feet support from customer for endpoint .
233 |General Query Hands and feet support remediation activities and end user management As and when required
234 {General Query General Query Clarification: Please share the no of samples per day/hour expected to Details will b shared with selected bidder
size the sandboxing solution.
Clarification: Can we propose management server as softwarefvirtual  |Management server can be on physical server or as virtual machine
235 {General Query General Query appliances? or Bank is looking for any preference on hardware? If yes. whichever the bidder provides. The architecture and server sizing should
Please clarify, be vetted by propsed OEM.
Clarification: Please share us the branch with no of user & endpoint
236 |General Query General Query details? This will help us in sizing the hardware and required Details will be shared with selected bidder
components.
237 |General Query  |General Query Clarificatian: Please share the no of samples per day/hour expected to |, . i b shared with selected bidder
size the sandboxing solution.
Clarification: Can we propose management server as software/virtual Management server can be on physical server or as virtual machine
238 |General Query General Query appliances? or Bank is looking for any preference on hardware? If yes. whichever the bidder provides. The architecture and server sizing should
Please clarify. be vetted by proposed OEM.
Clarification: Please share us the branch with no of user & endpeint
239 [General Query General Query details? This witl help us in sizing the hardware and required Details will be shared with selected bidder
components.
240 |General Query QOnsite resource Can 3rd party support resources be placed onsite? Bidder to comply with GeM bid terms and conditions,
Additional recommended specification need to be added: Justification: This will help bank manually creating the custom rules to
Additional Clause |The proposed solution should provide the ability to create the custom |block and report the malware processes executing from a specific . . . .
Ll Suggested behavior based rules like blocking & reporting of a specific process location on the endpeint wherever bank {dentifies the know behavior of Bidder to comply with GeM bid terms and conditions.
exectting from particular location, (Example; Temp folder)” a patticular malware with a coverage from the signatures,
Additional recommended specification need to be added:
! Additional Clause  ["Solution should have the ability to maintain local database of threat |Justification: This will help bank in maintaining the reputations locally . . .
: 242 |¢ segested intelligence received from alerts and should be able to share with the |and use the threat intelligence. Bidder to comply with GeM td terms and conditions.
threat intelligence.”
Additional recommended specification need to be added: [T, . P
243 ::d":;::’l Clause “The proposed solution should be able to integrate with third party Jgst;f;catlu:l.t'l'll:_ls will Tlf ba;nk t: ;ntegratfz “{‘m 3 dp:.rty SOUrces o lpidder to comply with GeM bid terms and conditions.
88 feeds such as VirusTotal and provide the threat intelligence.” e threat inteltigence but not just from a single vendor. -
additional Clause Additional recommended specification need to be added: Justification: This will help bank to allow the execution of trusted
244 Susgested "The proposed should not block just on file hashes but on certificate |certified files to execute on the endpoints or block executions from an  |Bidder to comply with GeM bid terms and conditions.
2 bases also such that only trusted certificates are allowed to execute.” [untrusted certified files to execute,
Additional Clause  |*dditional recommended specification need to be added: Justification: This will help bank to allow the upgradation of the trusted | . ) ) .
245 The solution should allow whitelisting of the applications based on 3 Bidder to comply with Gem bid terms and conditions.
Suggested applications without manual intervention.

the updaters.”
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Additional recommended specification need to be added:
"The solution should allow the user/users under the user profile to

Justification: This will help bank to create a users profiles for specific

246 Additional Clause self approve any new application / software with business trusr.-ed users wht.:re they can self approve the required applications and Bidder to comply with GeM bid terms and conditions.
Suggested N et continue the business without break for the approval of the application
justification. So that new application can be run successfully with to run
natification to administrator.”
Additional recommended specification need to be added: e . ; N
Additional Clause |"The proposed solution should piovide the visibility on the threat Justification: This will help bank in pro.a ctively identifying the . . -
47 . . . . campaigns or threats towards the banking sector specific to India and Bidder to comply with GeM bid terms and conditions.
Suggested campaigns referring ta the banking sector in India and map the threat take the praactive approach on the threats
detalls related to MTRE." P i .
. AddItional recommended specification need to be added: .
Additional Clause . Justification: This will help bank in identifying the [OC and related .
248 Suggested “The proposed solution should be able to identify which 10C of a camping mapping o the MTRE frame work. Bidder to comply with Gem bid terms and conditions.

particular campaign has been detected in the bank environment.”

49

Additional Clause

Additional recommended specification need to be added:
"The: proposed solution should provide the ability to create the custom

Justification: This will help bank manually creating the custom rules to
biock and report the malware processes executing from a specific

Bidder to comply with GeM bid terms and conditions.

Suggested behavior based rules like blocking & reporting of a specific process location on the endpoint wherever bank identifies the know behavior of
executing from particular location, (Example: Temp folder)” a particular malware with a coverage from the signatures,
Additional recommended specification need to be added:
Additional Clause  |“Solution should have the ability to maintain local database of threat |Justification: This will help bank in maintaining the reputations locally . -
250 Suggasted intelligence received from alerts and should be able to share with the |and use the threat intelligence, Bidder to comply with GeM bid terms and conditians.
threat intelligence,”
. Additional recommended specification need to be added: . . -
251 gjd‘::;:l Clause "The proposed solution shauld be able to integrate with third party :: Stmcatlof:l tTlllﬂ s will :elfnbatn;( t: :ntegrat-e v-;ith 3 dP:TTY SOUMCEs O |3idder to comply with GeM bid terms and conditions,
28 feeds such as VirusTotal and provide the threat Intelligence.” e threat intefligence bUL not Just from a single vendor.
Additional élause Additional recommended specification need to be added: Justification: This will help bank to allow the execution of trusted
252 Suggested "The propased should not block just on fite hashes but on certificate  |certified files Lo execute on the endpoints or block executions from an  [Bidder to comply with GeM bid terms and conditions,
B2 bases afso such that only trusted certificates arve allowed to execute.” Juntrusted certified files to execute.
. Additional recommended specification need to be added: et Tl N
253 Additional Clause - The solution should allow whitelisting of the applications based on Justi.flca.tmn. 1:h|s will help bank to allow the upgradation of the trusted Bidder ta comply with GeM bid terms and conditions.
Suggested - applications without manual intervention.
the updaters.
Additianal recommended specification need to be added: " Justification: This will help bank to create a users profiles for specific
. "The solutfon should allow the userfusers under the user profile to . N
254 Additional Clause self approve any new application / software with business trusted users where they can self approve the required applications and Bidder to comply with GeM bid t d conditions
Suggested PP i Pe continue the business without break for the approval of the application Py erms and conditians.

Justification. So that new application can be run successfully with
notification to administrator.”

to run

255

Additional Clause

Additional recommended specification need to be added:
“The proposed solution should provide the visibility on the threat

Justification: This will help bank in proactively identifying the
campaigns of threats towards the banking sector specific to Indfa and

Bidder ta comply with GeM bid terms and conditions.

Suggested campaigns referting to the banking sector in India and map the threat
details related to MITRE." take the proactive approach on the threats.
Additional recommended specification need to be added: e e - iro
Additfonal Clause s e e Justification: This will helg bank In identifying the 10C and related . .
256 Sugzested The propesed solution should be able to identify which I0C of a camping mapping $o the MITRE frame work. Bidder to comply with GeM bid terms and conditions.

particular campaign has been detected in the bank environment.”

157

Additional Clause
Suggested

NA

Customer may terminate only fn case of material breach by the Bidder
and in case Bidder fails to rectify the breach within 60 days of written
notice from the Customer.

Bidder to comply with GeM bid terms and conditions.
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Additional recommended specification need to be added:;

Justffication; This will help bank manually creating the custom rules to

Additicnal Clause  [“The proposed solution should provide the ability to create the custom|block and report the malware processes executing from a specific y
258 Suggested behavior based rules like blocking & reporting of a specific process location on the endpoint wherever bank identifies the know behavior of Bidder to comply with GeM bid terms and conditions.
executing from particular location. (Example: Temp folder)* a particular malware with a coverage from the signatures.
Additional recommended specification need to be added:
Additional Clause [“Selution should bave the ability to maintain local database of threat [Justification: This will help bank in maintaining the reputations locally . .
9 Suggested intelligence received from aterts and should be able to share with the |and use the threat intelligence., Bidder to comply with GeM bid terms and conditions.
threat intelligence.”
. Additional recommended specification need to be added: . o
260 ?:dn::‘.r;:l Clause “The proposed sclution should be able to integrate with third party J: stl:catioin. Tl:‘is will ':ﬂp bank to :ntegratie “;"h 3 dparty saurces on Bidder to comply with GeM bid terms and conditions.
8 feeds such as VirusTotal and provide the threat intelligence.” the threat intelligence but not just from a single vendor.
additional Clause Additional recommended specification need to be added: Justification: This will help bank to allow the execution of trusted
261 cungested "The proposed should not block just on file hashes but on certificate  [certifled files to execute on the endpeints or block executions from an  |Bidder to comply with GeM bid terms and conditions.
23 bases also such that only trusted certificates are allowed to execute.” (untrusted certified files to execute.
Additional recommended specification need to be added: . .
262 Additional Clause |, The soluticn should allow whitelisting of the applications based on Jusr.llfica.tion. 'I:his will heip b‘ank to all.o W the upgradation of the trusted Bidder to comply with GeM bid terms and conditions,
Suggasted - applications without manual intervention.
the updaters.
Additfanal recommended specification need to be added: " Justification: This will help bank ta create a users profiles for specific
. “The solution should allow the user/users under the user prefile to . et
Additional Clause s s trusted users where they can self approve the required applications and
163 self approve any new application / software with business ) X P Bidder to comply with GeM bid terms and conditions.
Suggested . continue the business without break for the appraval of the application
justification. So that new application can be run successfully with
- to run
notification to administrator.
) Additional recommended specification need ta he added: Justification: This will help bank in proactively identifying the
Additlonal Clause [ The proposed solution shoutd provide the visibility on the threat N . ie . N N .
264 . . campaigns or threats towards the banking sector specific to India and Bidder to comply with GeM bid terms and conditions.
Suggested campaigns referring to the banking sector in India and map the threat take the proactive annroach on the threats
details related to MITRE.” € the pi s e threats.
Additional recommended specification need to be added: . ;
265 ésdi:;:zt Clause "The proposed solution should be able to identify which I0C of a (J::::H::‘:at::. 1;:‘5:; 1&28’::‘”[‘:; l;l;r:ni:e;;:ztng the 10C and related Bidder to comply with GeM bid terms and conditions.
a2 particular campaign has been detected in the bank envircnment.” ping mapping :
Additional recommended specification need to be added: Justification: This wilt help bank manually creating the custom rules to
Additional Clause |"The proposed solution should provide the abllity to create the custom|block and report the malware processes executing from a specific . . . s
66 Suggested behaviar based rules like blacking & reporting of a specific process location on the endpoint wherever bank identifies the know behavior of Bidder ta comply with GeM bid terms and conditions.

executing from particular location. (Example: Temp folder)”

a particular malware with a coverage from the signatures,

267

Additional Clause
Suggested

Additional recommended specification need to be added:

"Solution should have the ability to maintain local database of threat
intetligence received from alerts and should be able to share with the
threat inteiligence.”

Justification: This wilt help bank in maintaining the reputations locally
and use the threat intelligence,

Bidder ta comply with GeM bid terms and conditions.

Additional recommended specification need to be added:

ss . -
268 SA:d";::r;:l Clause “The propased solution should be able to integrate with third party :;stli:cat:o.n tT‘rllis will :El: batnk t: :ntegratr_ wl'lth 3 dparty SOUCES ON | 51dder ta comply with GeM bid terms and conditions,
88 feeds such as ¥irusTotal and provide the threat intelligence.” e threat intelligence but nat just from a single vendar.,
Additional Clause Additicnal recommended specification need to be added: Justification: This will help bank to allow the execution of trusted
269 Suggested "The proposed should not block just on file hashes but on certificate |certified files to execute on the endpoints or block executions from an  |Bidder to comply with Gem bid terms and conditions.

bases also such that enly trusted certificates are allowed to exgcute.”

untrusted certified files to execute.
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Additfonat Clause

i Suggested

Additional recommended specification need to be added:
" The selution should allow whitelisting of the applications based on
the updaters.”

Justiffeation: This will help bank to allow the upgradation of the trusted

applications without manual intervention.

Bidder to comply with Gem bid terms and conditions.

Additional Clause

m Suggested

Additional recommended specification need to be added:

“The solution should allow the user/users under the user profile to
seff approve any new application / software with business
justification. So that new application can be run successfully with
notification to administrator.”

Justification: This will help bank to create a users profiles for specific
trusted users where they can self approve the required applications and
continue the business without break for the approval of the application
to run

Bidder to comply with GeM bid terms and conditions.

Additional Clause

m Suggested

Additional recommended specification need to be added:

"The proposed solutfon should provide the visibility on the threat
campaigns referring to the banking sector In India and map-the threat
detalls related to MITRE.”

Justification: This will help bank in proactively identifying the
campaigns or threats towards the banking sector specific to India and
take the proactive approach on the threats.

Bidder to comply with GeM bid terms and conditions.

Additional Clause

73 Suggested

Additional recommended specification need to be added:
"The proposed solution should be able ta identify which [0C of 2
particutar campaign has been detected in the bank environment.”

Justification: This will help bank in fdentifying the 10C and related
camping mapping to the MITRE frame wark.

Bidder to comply with GeM bid terms and conditions.

Date: 29/06/2022
Place: Bangalore

Deputy General M
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